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“Microtek in-circuit emulators gave me
more features and the best value.”

You want to do it right, and meet project
deadlines. That’s not easy, especially when your
debug environment includes RTOS and C++
support. And more hardware hides deeper
inside silicon.

You can't escape these challenges, and neither
can we. That's why we pack more features and
interoperability into our emulators.

Only Microtek emulators offer integrated state
analysis with clock-cycle time stamping
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and non-interactive, post-processed source display.

You can quickly view executed code coverage
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interface, and without instrumenting your code
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can run your Microtek emulator from any seat
on the network.

No other emulator offers integrated state
analysis. No other emulator offers our
advanced trace and trigger system. No other
emulator offers SWAT " Software Analysis Tools.

While other emulator companies are
de-emphasizing their emulator business, we
continue to innovate. This means you can
choose the performance options you need

— from entry-level to the most advanced in the
industry, all at competitive prices.
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Lindsey Vereen

Entertaining Times

IIS:) where are the flying cars?” asks
my son Brad, who was raised on
bright promises for the new millennium.
He expected everyone to be zipping
around in an airborne vehicle by this
time. Come to think of it, so did I, based
on prophecies I was fed a generation
earlier. I suppose if the future were easi-
er to predict, we would all have long
since made killings in the stock market.
What with the vagaries of prognosticat-
ing, and since Jeanne Dixon is not in my
direct bloodline, I'm not about to make
any predictions for the new millennium
that would set me up for future ridicule.
Instead I'll play it safe and limit myself to
noting a few things that may be worth
watching in the coming months and
years.

For example, how much longer will
Moore’s Law be in effect? We can
assume that semiconductor technolo-
gies will continue to reduce transistor
size for a while at least, making transis-
tors cheaper and more plentiful. Sooner
or later, though, the laws of physics will
call a halt to the incredible shrinking
transistor. The maneuvers to postpone
reaching this limit should prove worth
watching.

The machinations in the develop-
ment tools and RTOS business should
provide plenty of entertainment as well.
We've seen the first stages of consolida-
tion, most recently with the acquisitions
of ISI by Wind River and Cygnus
Solutions by Red Hat. How many more
mergers will follow?

Will changes in design methodolo-
gies brought about by increasing soft-
ware content in electronic systems and
shorter market cycles lead to new tools
to support new design methodologies?
What will be the impact of executable
models in embedded software develop-
ment? What's the likelihood of actually
generating production code with a push

of a button? As new tools evolve and gain
acceptance, it will be interesting to see if
the companies that produce them will
be swallowed by the larger tools compa-
nies, or whether they will instead grow to
compete with these companies.

Microsoft should offer some amuse-
ment of its own. Will it be split up, and if
so will the disparate parts thrive? What,
if anything, will become of Windows CE?
Just watching Microsoft jockey for posi-
tion in the post-PC era ought to give us
hours of diversion.

The open source phenomenon
should also prove intriguing. Will this
trend continue, and if so, what will be its
impact for embedded software develop-
ers? What will its effect be on software
licensing models and on the companies
that thrive on license revenues?

Consolidation among the single-
board computer companies is also some-
thing to watch for. Several mergers have
already occurred during the past year or
so, and we may see more. Will any com-
panies be left standing besides Motorola
and Solectron when the dust settles?

The rate at which bandwidth is
increasing is often compared to Moore’s
Law. Will bandwidth continue to double
at the same rate transistors do? What
changes will this increase bring about?

Although it may be a curse to say
“may you live in interesting times,” I sus-
pect that we are at least in for some
entertaining times—almost as amazing
as flying cars actually appearing in our
local automobile showrooms. But no
predictions.

e

Ivereen@mfi.com
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Jack W. Crenshaw

Maximizing Rigor

A funny thing happened on my way
to last month’s column: I discovered
that I wasn’t being rigorous enough.
The only saving grace is that it seems
that neither has anyone else.

If you read the column (“More on
Minimization,” December 1999, p. 7),
you'll recall that we were talking about
ways to seek a minimum of a function,
by dividing a given segment into small-
er segments. You might also recall that
I got seriously bogged down when I

reached the question of what to do if

the old minimum and all the new
probes all yield the same value.

At the time, I offered a solution,
which does seem to get us out of trouble
most of the time. However, it
doesn’t satisfy me because it doesn’t
improve the situation. That is, we
haven’t gotten any closer to the new
minimum, and in fact, might be moving
away from it. The only hope is that the
new geometry will somehow lead to a
better result on the following iterations.

Looking back into the distant past, I
now remember that this is why I've
never looked very deeply into methods
for minimizing functions. I kept run-
ning into this potential problem, and
didn’t see any obvious way out of it.
What threw me on this one is that
nobody else who has published algo-
rithms seemed to be particularly both-
ered by the possibility that I've
described. I've read almost all the books
ever written on computer algorithms,
and I've never seen anyone express
much concern that the question would
ever come up. Certainly, I've seen more
than one implementation of one of the
most popular and ubiquitous methods

for minimizing functions of a single

scalar variable, and not one of them
deals with the problem as a special case.

One reason I keep mentioning the
different, but similar, problem of find-
ing the root of a function is that I
admire the robustness which almost all
solutions offer. If a function is conti-
nous, once a root has been bracketed by
any of these methods, losing it is impos-
sible. That root will be found, in time.

I want a minimization technique

I've ever done in this column. Rest
assured that before we’re done, we will
have looked at virtually every reason-
able algorithm for both scalar and vec-
tor (multivariate) arguments. But we
must learn to walk before we learn to
run, and sometimes it’s a good thing
to try to squeeze as much information
out of simpler methods before moving
on to the big time. Please be patient;
we’ll get there.

Through the use of a more rigorous approach,

Dr. Crenshaw digs himself out of a minimization

quagmire.

that is equally robust, and works even
when the function being used is patho-
logical. So far, we don’t have that. It’s
this lack of robustness, I now realize,
that’s been bothering me. Last month,
I offered a suggestion as to how to get
out of the box, but as I said, it doesn’t
satisfy. In retrospect, I've decided not to
leave it at that. I've decided that we will
not continue until I've found a method
that does meet my standards for robust-
ness. So that’s what we’ll do this month.

Some of you, especially those read-
ers who are already knowledgeable
about methods for minimizing func-
tions, may be wondering when I'm
going to stop tinkering around with
simple interval-halving schemes, and
get to the better known and faster
methods that you and I both know
exist. To those, I would say, fear not.
This series is probably going to be the
most extensive and intensive series

The problem
For the benefit of newcomers, we've
been looking at the problem of finding
the minimum of some function f{x). Last
month, we were looking at a method
where we begin with three equally
spaced points, the middle of which has a
lower value of f{x) than the outer points.
The search method involves probing the
function at two new points, which split
both intervals. If either of these points
yields a lower value of f{x), we take this as
the new minimum, and reduce the size
of the search region. If neither of them is
smaller than the original midpoint, we
move the boundaries in. Either way, we
have the minimum captured and inex-
orably reduce the boundaries of our
search. Eventually, we draw a noose
around the minimum we seek.

The point where I got stuck was:
what do we do if the value of f(x) is
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In the booming market of Internet
appliances, success is all about time-to market,
cost and product differentiation. If you design
to win in that environment, there’s one
company with whom you'll definitely see eye
to eye — Wi

With our
tools and \

ems.
do embedded development
s' real-time operating system,
you'll have a huge head start in your product
development cycle. Our open, reliable

architecture will allow you to differentiate your
product for any sized design, all the way from
the end-user application code to the look and
feel of the graphical user interface.

By utilizing Wind River technology, Liberate
Technologies (formerly known as NCI) rolled
out its interactive TV software across Europe
and the US, and Teralogic, Inc. successfully
launched its Cougar Reference Platform for
HDTV. With over 200 Java design wins,

we've also made Java work in the embedded
market. And our Universal Graphics Layer (UGL)
provides a solid foundation for graphics
development in the embedded space.

Find out more about Tornado and VxWorks.

s.com/html, ne.html or call

1 VIND. Then give your designs the
advantage of Wind River Systems. Because
your competition is so fierce, you can't
afford to blink first.
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A troublesome function ‘
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equal at all three inner points? How do
we decide which one of these points to
take as the new middle point?

You might be thinking, “But is this
really a realistic case? Are there really
functions that behave this way?” You
bet there are. Here’s one that does so,
over the range -2..2:

1 5,
f(x)—Ex (x —I) o

The function, which is shown in
Figure 1, certainly seems simple
enough. It’s hardly what one would
call pathological. But as you can see,
either from the graph or the equation
itself, it absolutely must be equal to
zero at x=-1, 0, and 1.

Imagine that we began the search

with the three points x = -2, 0, and 2.
These are satisfactory points, since the
middle point is clearly lower than the
other two. So, proceeding with our algo-
rithm of halving the intervals, we probe
at x=-1 and x = 1. Rats! All three inner
points are equal, and we are stuck.
Some years ago, I thought maybe
I could get out of this box by continu-
ing to subdivide the intervals. I sup-
pose that might work, but it might also
take a while. If you think the function
of Figure 1 is tough, consider this one:

8(x)= #[X '(%”[ ‘@‘”
B )

(2)
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I've shown this function in Figure 2,
and again, with the region around the »
axis blown up, in Figure 3. This function
has no less than fen inner points that
yield the same value for f{x). Though it’s
true that I had to construct these two
functions to make my point, it’s by no
means certain that we won’t encounter
just these same functions, or ones like
them, in the real world. The last func-
tion makes it clear that we won'’t be able
to escape the problem by simply divid-
ing the interval into more parts.

Which way out?

Let’s take another look at Figure 1. We
can see that the desired minimum is
somewhere around x=-0.7. A little cal-
culus, in fact, will show us exactly
where it is:

#d . lx(2,\c2 - 1)
dx 6 (3)
The function is stationary when its
derivative is zero. In this case, we have
three possibilities. One is when x itself is
zero. But that one turns out to be a local
maximum, as the figure plainly shows.
The two minima are given by solving:

2x*-1=0 (4)

which gives:

x=+32 24070711
2 (5)

Remember, we've already decided
that in the presence of the possibility
of multiple roots, we’'d prefer to home
in on the left-hand one. Therefore x =
-0.70711 is the solution we seek. But
how to find it?

It’s tempting to say that if the func-
tion is high at P, (x=-2 in our example),
and low at Py (x=-1), it must be heading
south when it gets there. Therefore a
minimum must exist in the region
between P, and P3, and we’d be safe to
pull in P; to make the range —2..0. That
approach would indeed bracket the
minimum for our example, and lead to
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the correct solution. But look at where
this would lead us. After the change in
range, we are left with the points:

e P, =(21)
* Py=(-1,0)
e P;=(0,0)

P; and P; now have equal yvalues, and
our requirement that the three points
always have distinct values, with P; being
strictly the lowest, has been violated.

The fact that this approach would
indeed have resulted in a good solu-
tion for this example is immaterial. We
can’t go by the results of a single exam-
ple, and I'm not willing to risk the suc-
cess of the method on the fact that I
think 1 know what the shape of the
function is. Are you?

If you have any doubt that this

approach is a Bad Idea, you need only
take one look at Figure 4, where I've
modified the function only slightly. In
this (admittedly artificial, but still nor-
mal looking and perfectly feasible)
function, the minimum on the right is
the only one present. By moving P; in
to P;, we would miss it completely, and
the minimum would have neatly
slipped from our grasp.

Last month, I suggesting taking the
leftmost of the equal points, Py, as the
new middle point, and leaving the two
end points alone. That was done with
the attitude that we have to do some-
thing to make future iterations more
successful than our current one. By
throwing off the symmetry of our first
step, I was hoping to rattle the cage of
the minimum enough to frighten it
out of hiding. In this case, that move

12 anuAry 2000 Embedded Systems Programming

would leave us with the three points:

e P =(21)
* Py=(-1,0)
e P, =(2,1)

At least we have maintained our
requirement that the value of f(x) at
P; remain strictly lower than at the two
end points. The approach does, how-
ever, have three weaknesses:

® [t does not reduce the width of the
search area, which we’d like to do
at every step

® ]t leaves us with an asymmetric set
of points; the intervals are no
longer equal

® It will eventually find the wrong
solution

While it’s true that no method
short of an exhaustive search can guar-
antee finding the left-most of multiple
solutions, it would certainly be nice if
our approach didn’t fail to do so on
only our second test function.

What’s more, we have seen that we
can have many more than three points
with equal yvalue. Given any such
interval-halving method, what would
you like to wager that I can’t come up
with a function that will hit equal val-
ues long enough to drive the method
crazy?

Two conclusions seem to be com-
ing clear. First of all, we’re probably
going to have to abandon the desire to
keep our intervals balanced, so that
the middle point is halfway between
the other two. That desire was already
violated by the suggestion just dis-
cussed, and it is likely to be unsup-
portable in general. That conclusion,
in and of itself, is important because it
leads to a pretty robust and popular
method you’ll be seeing next month.

The second conclusion is that we
need to do something besides halving
intervals to help us break out of the
equal-value box. We need to do some-
thing radical. That something comes
from dropping the idea of halving
altogether, or at least temporarily.
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Breaking out
a pbisection
The way out of the box is to think of con-
tinuous functions, rather than sampling
at specific points. Taking another look at
Figure 1, we can see that, while the func-
tion has multiple crossings of the xaxis
and multiple extrema, the slope at Py is
nonzero. If we had available to us the
slope of the function, as well as the func-
tion itself, we would know immediately
that a minimum sits between x = -1 and
x=0. We would also know exactly how to
arrange further probing values. As a
matter of fact, in future columns we’ll
look at methods that use the analytical
slope of the function, as well as its value.
Lacking the analytical slope, is
there any way we can tell what to do to
get a better set of bracketing points?
As a matter of fact, there is: we can
sense the slope by “wiggling” one of
the points slightly. When we do this,
three things can happen:

® The value of f(x) doesn’t change
® The value goes down
® The value goes up

In either of the last two cases, we now
have a value that’s different from the
original midpoint. We choose whichever
set of points gives us a bracketing condi-
tion, and we're out of the box. In the
event that the function doesn’t change,
we must try again, by moving the point
(or a different one) some more.

The next questions we should be ask-
ing are: which point do we wiggle, and in
which direction? Addressing the first
point, I think you can see that wiggling
the middle point, P, is not such a good
idea. In the example of Figure 1, that
point is a stationary, local maximum, so
its slope is zero, at least locally. In Figure
4, the slope is identically zero on the left,
all the way to Py. The last thing we want
to do is to merge the two points; that
would take us right back to the “leftmost
of equal points” scheme, which we have
already seen doesn’t work all that well.

Moving either of the end points, P;
and Pj, is a terrible idea. They are our
fences, our bulwarks holding in the elu-
sive minimum. I am not about to move

14 anuary 2000 Embedded Systems Programming




UNTIL NOW, JAVA FOR EMBEDDED SYSTEMS INSIGNIA
HAS BEEN JUST TOO BIG AND UNPREDICTABLE. SOLUTIONS .

/\ You want the power of Java". But for your embedded application, it's just too hefty, unpredictable,
E O D E and not fast enough. Insignia Solutions® introduces Jeode”, our implementation of Java, which is
] fully compliant with Sun’s EmbeddedJava™ specification and uniquely designed for embedded systems.
Jeode lets you optimize size, performance and predictability for your specific embedded application.

Featuring our proprietary EVM™ (Embedded Virtual Machine™), Jeode is highly configurable and tunable to achieve optimal
performance in resource-constrained embedded systems. The EVM provides adaptive optimizing dynamic compilation for fast
execution and concurrent garbage collection for predictable behavior. With more than a decade of delivering virtual
machines, Insignia Solutions is already providing Jeode to Fortune 500 makers of networking equipment, PDAs, mass storage
systems, consumer electronic devices and more. So, can Java be small enough, fast enough and predictable enough for
your embedded system? The answer is a resounding yes! With Jeode. Call 1.800.848.7677 or visit www.insignia.com.

Code ESC

Embedded Virtual Machine are trademarks of Insignia Solutions, Inc. Sun, Java, and arks of Sun Micr



http://www.insignia.com

PROGRAMMER'S TOOLBOX @

Minimizing via bisection

them until I know for certain that I have
better places to which I can move them.

That leaves us with Py, and P, and
since we're going to concentrate on
finding the left-most of multiple mini-
ma, we'll choose Ps.

Now we have the question: which
way do we move it? It's no good trying
to move it to the right; that would get
us in the same trouble as moving P to
the left. Eventually, the two points
could merge. On the other hand, mov-
ing Py to the left is a great idea.

Consider this: we know that the
height of P, is higher than that of P,. We
also know that the function is (or is sup-
posed to be) continuous. If we move Py
leftwards, we eventually approach P; clos-
er and closer, and the function absolutely
has to eventually give up a yvalue closer

to that of P;. It has no choice.

Of course, the minimum could be
between P, and Py, so the point could
move down instead of up. That’s okay.
We don’t really care which way it moves.
Any vertical motion at all distinguishes
P, from P3, and we will have enough
information to reorder the points.

So here, in a nutshell, is our algo-
rithm, which is about as robust as I can
think of:

1. Given three points P, P3, and P,
with Pj strictly lower than the other
two,

2. Generate Py by bisecting the inter-
val P,..Pg

3. If Py is the same height as P;, force
it either higher or lower by moving
it towards P,
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4. If Py is higher than P}, replace P, by
Py

5. If Py is lower than P, replace P; by
Py, and Py by P,

6. Generate P, by bisecting the inter-
val P3..P5

7. If P, is higher than Pj, replace P; by
P,

8. If P, is lower than P, replace P; by
P3, and Pg by P,

9. Repeat until done

There remain only the issues of decid-
ing what we mean by “move P, towards
P,” and “done.”

As for the moving, I favor reducing
the distance between P, and P, by a
fixed ratio, r. That is, let:

x, =X+ r(x, —x)

=rm,+(1-r)x, 6)

Each step moves P, towards P;, and it
approaches P; asymptotically, but it
never actually gets there, so we
needn’t worry about the points merging.
To decide when we're done, the
usual criterion is to measure the dis-
tance from P; to P; and stop when we
feel that it’s small enough. The only
other alternative I can think of is to
keep a record of past values of x;, and
stop when two successive values are
nearly equal. This makes me nervous,
though, since I can envision cases
where x3 doesn’t move much, and yet
the minimum is still not pinned down.
A word of warning: don’t expect to be
able to pin down the minimum as tightly
as you're used to pinning down, say, a
root of a function or a polynomial. In the
end, as we get closer to the minimum,
every continuous function looks like a
parabola, and the tighter we pull in the
range, the flatter the parabola becomes.
If you try to push the technology too far,
it’s possible to get into the range where
the parabola looks like a straight line or,
worse yet, a noisy discontinuous func-
tion, dominated by floating-point round-
off error. A good rule of thumb is to
avoid narrowing the range down lower
than several times the square root of the
resolution you can expect in f{x).
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Using these principles, I've written a
new version of our function minimize(),
designed to locate even the most elusive
minimum. The code is shown in Listing
1. Except for the wiggling of Py, and the
new halt condition based upon the inter-
val, it’s pretty much the same as you saw
last month. I've added some protection
for infinite loops. Trust me, they ar nec-
essary, as I found out the hard way. If you
make the new error criterion, eps, too
small, our wiggle logic breaks down
because all the function values are equal.
Without the loop count, the wiggle loop
will run forever.

You'll note that I've resorted to two
error messages in case things go wrong.
Normally, I try to avoid error messages
since we're supposed to be talking about
software suitable for embedded systems.
In this case, however, we absolutely need
to have some way of knowing if the
search procedure failed to converge.
For use as an example, the error mes-
sage approach is okay. In a true real-time

PEG Jdoes this...

system, you would surely have some
other mechanism, such as a status word,
to report error conditions. Such a mech-
anism is far too implementation-specific
for me to use it here, so we’ll have to
take error messages and live with them.

Where do we go from here?
Let’s take a moment to review where
we've been, and speculate as to where
we're going. To find the minimum of a
function f(x), we began with a simple
approach that simply divided an initial

interval into N points, evaluated all N of

them, and took the lowest as the solution.
That method was certainly effective—it’s
the only one guaranteed to find a global
minimum, so don’t discard it as being too
primitive. But it’s also slow, and gets slow-
er as we try to improve accuracy.

We made one simple improvement
to that approach, which was to skip
out of the loop after finding the first
minimum

(thereby destroying the

Portoble Embedded GUI
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Jack W.

method’s ability to find the global
minimum, but also gaining speed).

Our next approach was to seek to
speed things up by requiring fewer eval-
uations of the function f(x). Instead of
searching the entire search space with
fine resolution, we started out with a
rather course search (10 points), and
used that to narrow down the region to
search for the next step. Calling this
function allowed us to iteratively refine
the estimate of the minimum.

Last month and this month, we
have managed to reduce the number
of points in a given search from 10 to
five. We built an algorithm that
worked last month, and we got one
that was robust this month. The obvi-
ous next question is: can we reduce
the number of points even further?

The answer is yes. We can’t reduce it
to three; we’ve already been down that
road, and learned that it’s bad practice
to throw out any point until we’re
absolutely sure we have improved the
situation at every step. We can, howev-
er, reduce the number of points to four.

Recall that the current algorithm
bisects both intervals—the one from P,
to Py, and from P53 to P;—in a single pass.
This turns out to be unnecessary. With
our newfound ability to deal with equal-
height cases, we can be sure that each
interval is reduced in size on each pass.
Given that, we can alternate between Py
and P;, bisecting (or otherwise dividing)
each interval on alternate passes. That
reduces the number of points we must
maintain to four: three passed in and
out, and one used internally to narrow
the search.

We'll look at that technique next
month. In the process, we’ll (re)discover
the famous Golden Ratio search, which
will benefit as much from our equal-
value fix as the current algorithm does.

See you then. esp

Crenshaw a senior principal
design engineer at Alliant Tech Systems
Inc. in Clearwater, FL. He holds a PhD in
physics from Auburn University. Crenshaw
enjoys contact and can be reached via e-
mail at jerens@earthlink.net.


http://www.swellsoftware.com

Joed

Pure Java™ based

RTOS for embedded
systems

Hard RTOS
and |[VM
in one!

esmertec inc., Technoparkstrasse 1, CH-8005 Ziirich, Switzerland, rt

www.esmertec.com, info@esmertec.com, F +41 1 445 37 30, X +41 1 445 37 34 eSI I le GC
your partner-company for
embedded real-time Java



http://www.esmertec.com

BILL GIOVINO

—n
m
=¥
~+
=
=
m

Icrocon

Microcontollers are primarily used in applications that are interrupt-driven, sensing and controlling external
events. You can usually find DSPs in systems that require the precision processing of analog signals. This article
describes how traditional DSP and MCU applications are crossing over into each other’s territories.

ntel developed the 4004 microprocessor in 1971 for

the Busicom desktop calculator (remember when a
calculator took up a desktop?) and sold it for $200 a

chip. It ran at 92.5kHz internally. Intel’s initial strat-

egy was to use this device to sell more memory chips.

It was an unexpected success, and was quickly fol-

lowed by a flurry of similarly enhanced devices from Intel,
Motorola, Zilog, and Texas Instruments. Key to the success
of the later devices were features like on-chip memory, I/O
ports, and hardware peripherals, enabling these chips to
economize PC board space in control-oriented applications.
In the past 15 years, digital signal processing has been
seen as a specialized segment of an embedded development
marketplace dominated by microcontrollers. Digital signal
processors (DSPs) were initially used in highly specialized
segments where precision processing of analog signals
could not be accomplished effectively using conventional
analog circuit components. In 1982, the first DSP, the Texas
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Instruments TMS32010, proved that this segment existed by
combining specialized hardware for accelerating multipli-
cation with a Harvard (dual bus) memory architecture,
introducing the architectural enhancements that would be
found on later digital signal processors.

Years after the introduction of the two architectures,
speculation continues on whether a convergence can ever
take place. Techniques are debated, architectures com-
pared, and positions promoted. Many articles and papers
have been written on this topic—and you’re reading one of
them now. The difference is that here I will discuss hard-
core, real-world selection criteria, including time to market,
track records of semiconductor companies, and quality of
development tools.

The players
Deeply embedded microcontrollers are primarily used in
control-oriented applications that are interrupt driven,



sensing and controlling external
events. The external environment is
detected either by digital 1/O, inter-
rupt pins, or analog (A/D) inputs.
The source of the signals to these pins
comes from switches, analog and digi-
tal sensors, and status signals from
other systems. Each input represents a
piece of information on the status of
some outside event. Outputs are sent
to actuators, relays, motors, or other
drivers that control events. In between
is the trusty microcontroller, analyzing
the inputs and the present state of the
system, determining when to switch on
and what to turn off. The software that
does all this, that makes these deci-
sions, does so in a mostly conditional
fashion; that is, conditional jumps and
bit manipulation and shifts are the sta-
ples of embedded control (“inter-
rupts” is counted as a condition
here—program flow is altered on the
occurrence of an external event).
DSPs, meanwhile, are traditionally
found in systems that require the pre-
cision processing of digitized analog
signals. The performance goal of a
DSP architecture is to perform as
many arithmetic operations as possi-
ble in the smallest number of cycles.
Traditional DSP applications are as
subtle as a freight train—they are
brute force mathematical applica-
tions, pure and simple. Traditional
DSPs use complex, compound instruc-
tions that allow the programmer to
perform multiple operations with a
single instruction cycle and increase
the amount of useful processing done.
For example, most are able to com-
pute one tap of an FIR filter in a single
cycle. DSP cores are crafted to be
number crunchers, and to that end
they must do two things well: first, a
DSP core must perform multiple math
functions, including multiplication,
extremely quickly and second, a DSP

T Traditional DSP applications are as subtle as a freight train—they are

brute force mathematical applications, pure and simple.

needs to continuously feed the data
path to the number-crunching com-
putational units (so that they can con-
tinue to crunch away). It is pursuit of
this functionality that makes the pro-
gramming model of a DSP look so dif-
ferent when compared to a microcon-
troller. See Table 1 for more details.

Size matters

Note that in Table 1, the benefits of
the hardware features of microcon-
trollers translate into reduced code
size and reduced board space—two
issues critical to cost efficiency in
embedded applications. Reduced
code size results in smaller on-chip
memory area; the denser the code, the
smaller the chip die area. After all, the

semiconductor business is, at its base,
a real estate business where the cost is
about $300 million per acre. Faster
execution is also a decision point, but
is more important now than before. By
contrast, the benefits of DSP hardware
features result in faster execution and
improved data throughput. Code size
has traditionally not been as signifi-
cant as execution speed, but this too is
changing. (I'll describe this in more
detail later.)

Control-oriented systems have tra-
ditionally utilized only a microcon-
troller, but some embedded applica-
tions add a DSP accessible to the
microcontroller’s external memory
space to speed processing of math-ori-
ented tasks. Examples include digital

Summary of embedded processor architectural comparison

Microcontroller

Efficiently resolve complex conditional control situations

Digital signal processor
Deterministic software behavior
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motor control, robotics, hard disk dri-
ves, feature phones, and some electri-
cal meters. These systems are primari-
ly control oriented, with the DSP act-
ing as a math coprocessor to the
microcontroller.

In other applications, the MCU
and the DSP share the load equally in
managing different parts of the sys-
tem. This has typically been seen in
segments such as some communica-
tions and telephony applications.

Choosing embedded cores
for standard applications
Microcontrollers in deeply embedded
applications (that is, with no external
memory) have typically been chosen
for their cost-effectiveness. Besides the
cost of the product, factors that con-
tribute to cost-effectiveness are code
efficiency and the on-chip integration
of hardware peripherals.

DSP architectures have typically
been chosen for their data throughput
and their raw computational power.
On-chip peripherals would have gone
unused. A priority-based interrupt
structure and other real-time control
features weren’t included because real-
time control could interfere with the
critical processing of the data stream.

Microcontroller applications didn’t
require a DSP’s expensive perfor-
mance enhancements. Each system
was different, and the microcontroller
and DSP were seen as two different
animals. But the times, they are a-
changin’.

In the past 10 years, an uncount-
able number of microcontroller and
DSP architectures have been intro-
duced,
expanded, copied, and redesigned. A

abandoned, enhanced,
wide variety of embedded complexi-
ties are available for engineers’ selec-
tion, from low-end four-bitters (not
too far removed from the 4004) to 64-
bit systems-on-a-chip. In each and
every case, the customer’s time to mar-
ket has become a critical factor, as
competition for finished goods has
become fierce. This has caused the
embedded engineers’ definition of

what constitutes a microcontroller or
DSP “product” to expand based on
new selection criteria for choosing
products that will provide the shortest
development cycle. Besides the actual
silicon, the embedded product defini-
tion has expanded to include data
sheets, application notes, availability
of technical support, breadth of prod-
uct roadmap and what has become the
most significant factor: availability and
quality of development tools.

Development tools have become
one of the most important factors in
choosing an embedded core. The
behavior and electrical properties of
the core have become a gating factor;
after that, the next criteria are the
availability, quality, and interoperabili-
ty of development tools. A 2,000 MIPS
ImW SuperCore for 50 cents is com-
pletely useless if the software engineer
is unable to program it using the avail-
able compilers and emulators. To the
software engineer, the microcontroller
or DSP isn’t just a square piece of plas-
tic—it exists in engineering reality in
the user interface of the computer
screen and keyboard that hosts the
hardware and software development
tools. Focus group studies have shown
that the quality and interoperability of
development tools are now the second
most significant selection criteria in
core selection, after price/perfor-
mance (Beacon Technology Partners,
Concord, MA, 1997).

This newer, more complex defini-
tion of what constitutes a microcon-
troller or DSP product is not a surprise
for established embedded companies
like Motorola and Texas Instruments,
but for many other companies it is a
new paradigm that is frustrating their
push for new business.

The rest of the story

All of these points may seem to veer
off the original theme, but what’s at
issue here is ensuring that the DSP or
microcontroller being considered
comes from a vendor who is commit-
ted to the entire product support of
your core. Using the selection criteria
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of only the technical merits of the sili-
con, important usability issues can be
overlooked, which can have devastat-
ing consequences. Market windows
have been missed, resulting in
reduced sales volumes, cancelled pro-
jects, and customers who have actually
gone bankrupt because they judged
the architecture purely on technical
merits. Choosing a core isn’t a sterile
classroom engineering exercise; that
impressive datasheet you hold in your
hands might have a C compiler that
doesn’t work well with its in-circuit
emulator, and both might be applica-
ble to a previous version of silicon.

The funny things that
happen at semiconductor
companies

Semiconductor companies are devel-
oping microcontrollers with hardware
multipliers, barrel shifters, and
Harvard architectures. DSPs are being
developed with external interrupts,
integrated peripherals, and register-
based architectures. In reality, semi-
conductor companies are developing
these devices for one of two reasons.
First, there may be a new market focus
on systems that require signal process-
ing and real-time control. Second, it
may just seem like a good idea (“if we
build it, they will come”).

To understand today’s market situ-
ation, we must understand how we got
here. Semiconductor companies deal
with two types of markets: distribution
(large number of customers, high
effort to manage, low-to-medium fluc-
tuating volumes) and direct customers
(small group of customers, manage-
able in scope, very high predictable
volumes). During the growth of
embedded cores in the 1980s, the
microcontroller explosion was fueled
greatly by the automotive market-
place, as devices developed for auto-
motive applications migrated into dis-
tribution. This environment made
Motorola SPS the biggest supplier of
eight-bit microcontrollers today. Most
serious players in the microcontroller
market either developed products for
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the automotive market, went after
niche markets, or gambled with
emerging markets. (Microchip’s PIC is
a notable exception, with its successful
broad market appeal.) DSPs were
developed for the telecommunica-
tions and military markets and, for the
most part, have remained there.

The late '90s have seen unprece-

dented opportunities for growth in
the semiconductor industry. The
explosive growth in personal comput-
ing, telecommunications, Internet
technologies, telephony, and portable
applications have sent many semicon-
ductor companies scrambling to intro-
duce products that can be used in
these new, highly profitable segments.
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These segments are controlled by a
growing group of established (and a
few new) direct customers.

With the opportunities presenting
themselves in these new markets,
almost every semiconductor company
has undergone multiple reorganiza-
tions while trying to keep up with
these changing markets. Today, every
semiconductor company—with the
exception of those focused on very
niche markets—has completely
remade itself to go after these existing
markets. As a result, two types of semi-
conductor companies have emerged:
semiconductor companies that have
traceable, long-term focused strategies
with strong customer relationships
and established track records, and
semiconductor companies that don’t.

A notable symptom is present in
the second, “unfocused” group: the
rapid introduction, with fanfare, of
new products, to then be quietly with-
drawn within two years when their
expected share of the market isn’t
quickly realized. Obviously, then, it is
from the first group of focused semi-
conductor companies that the majori-
ty of the processor innovations are
coming from, as they have the track
record and the experience to service
customers in these emerging markets.

Real-time control and
signal processing in one

A commonality found in many of the
emerging embedded markets is a
need to process some form of analog
data, whether a communications
stream or multimedia information,
while at the same time maintaining
real-time control of external events.
The mixture of the two vary as widely
as the diversity of the systems. On the
one extreme, a simple data acquisition
system using an eight-bit microcon-
troller may need to perform DTMF
encoding/decoding and simulate a
1200 baud modem. On the other
extreme, a DSP in a voice compression
application may want to change pro-
gram flow based on external switches
and status signals.
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Even as these systems are relent-
lessly striving for lower cost, smaller
board space, and lower power dissipa-
tion, they must also integrate as much
useful silicon as possible on the die.
The target for the semiconductor
companies is then to increase the
amount of useful work that is accom-
plished in every instruction cycle.

In cases where a mixture of both
DSP and microcontroller functionality
is needed, four choices are available:

® Microcontroller

® DSP

® Microcontroller signal processor
(MSP; Infineon TriCore or Hitachi
SH-DSP, for example)

® Both a microcontroller and a DSP
(ARM Piccolo, for example)

The first two choices are obviously
the traditional approaches. Using a
pure DSP such as a TI TMS320C54x to
do control-oriented applications, or
using a conventional microcontroller
such as an 8051 to do signal process-
ing, are obviously unacceptable choic-
es. However, some products lend
themselves well to light duty in the
other segment, as shown in Table 2.
Note that this table only looks at con-
ventional architectures.

A number of potential system
advantages exist to using one proces-
sor for both real-time control and sig-
nal processing tasks:

Reduced board space

Lower system power consumption
Lower system cost

More functionality to the system
Simplified system development

Light DSP processing in a
microcontroller

To many microcontroller engineers, a
DSP is an unfamiliar entity.
Microcontrollers have regular instruc-
tion sets, either accumulator based or
register based, with a friendly program
model. “Friendly” doesn’t mean that
the MCU will buy you a Coke; rather, it
translates into either lots of general-
purpose registers or a small number of
specialized ones. DSPs have lots of spe-
cialized registers and multiple buses, a
concept that makes it more difficult to
program compared to a microcon-
troller’s friendlier architecture.

A software engineer would much
rather stick with what is a known enti-
ty; that is, an engineer familiar with
microcontrollers will use a microcon-
troller to do light-duty DSP tasks. If a
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microcontroller is available that has all
the features and memory needed to
perform control tasks while also pro-
viding enough performance to satisfy
the signal processing requirements,
the engineer will favor this solution. If
the two critical issues of price/perfor-
mance and development tool quality
are met, the microcontroller would be
a first choice for the application, espe-
cially if the engineer is already familiar
with the development tools and/or
the microcontroller. If the engineer
has been battered by previous experi-
ences, then the full processor product
definition discussed earlier, as well as
the company’s reputation in the
embedded market, will already have
been considered.

Signal processing performance in a
microcontroller can be enhanced in a
number of different ways:

® A fast multiply instruction, or even
more preferable, a hardware multi-
ply, allows certain filters to be
implemented more efficiently

® Regular cycle execution, in which
all instructions execute in the same
number of internal clock cycles,
enhances deterministic behavior

® Programmable interrupt con-

trollers are useful in control appli-
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Dual-functionality applications

cations. If signal processing is also
being performed, effective use of a
programmable interrupt control
unit ensures that signal processing
has both interrupt priority and per-
mission levels

® A DMA helps to keep data flowing
efficiently through the data paths
and can enhance I/O throughput

® A high clock speed facilitates brute-
forcing control and signal tasks
while still maintaining real-time
performance

® A register-based architecture facili-
tates moving data through the
stream

A register-based architecture is cer-
tainly preferable to an accumulator-
based architecture. Back when the
cost of silicon was much more expen-
sive and process technology sizes were

specified in whole numbers, an accu-
mulator was an expensive piece of real
estate. About the time microcon-
trollers started being fabricated in 0.8-
micron technology, the first general
market register-based microcon-
trollers were introduced. This alleviat-
ed the bottleneck of the accumulator
and allowed more effective movement
of data.

But despite these enhancements,
the inability to fetch two pieces of data
simultaneously, plus the lack of a multi-
ply-and-accumulate instruction (rarely
found in microcontrollers) obviously
limits the functionality of most micro-
controllers when processing analog
data and restricts it to relatively slow to
medium speed processing.

Simple signal processing functions
that can be performed by some eight-
and 16-bit microcontrollers include:
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PID filtering (motor control)
2400 baud FSK modem
Caller ID detection

DTMF encoding/decoding
Low tap FIR filter

Video synch

In each situation, real-time control
is required in the form of input switch
or status management, and in many
cases a user display must be managed.

DC motor control, including indus-
trial applications and robotics, is espe-
cially considered to be a viable target
for dual functionality processing.
Brushless motors are gradually replac-
ing commutation motors as they are
smaller, less expensive, and don’t
require  as
Moreover, brushless motors generate

much maintenance.

much lower EMI than commutation
motors. The math functions required
for the precision control of motors are
more applicable to a DSP’s hardware
than a conventional microcontroller.

Real-time control in a DSP
In the past, no one would have con-
sidered a DSP for a microcontroller
application because, besides having
excessive processing power and insuf-
ficient on-chip peripherals, DSPs were
simply too expensive for these applica-
tions. With shrinkage to submicron
and increased on-chip integration on
many DSPs, these restrictions are
changing.

Systems that require only basic con-
trol, used to determine which path of
data flow the program will take, are
simple and are commonly implement-
ed in signal processing systems. All
that is required is efficient implemen-
tation of program control routines
(conditional jumps and test instruc-
tions) and an I/O port for control and
detection of external events.

However, a serious gating factor
prevents most DSPs from being used
in real-time control: lack of necessary
peripherals to perform external con-
trol and communications. Even most
of the light-duty real-time control sys-
tems require a minimum peripheral



set of a reload timer for software con-
trol loops, UART for external serial
communications and debug, and an
SPI for serial memory expansion and
control of external drivers.

Real-time control in a DSP can be
enhanced in a number of ways. You
can use:

® General purpose registers that
streamline control software flow, as
well as ease of programming

® Quality development tools for effi-
cient control logic implementation

® In-system debugging features for
product verification of control pro-
cessing

® MCU peripherals such as watchdog
timer, multifunction timers, UART,
and SPI that allow communications
and external control and expan-
sion, which is part of hard-core
microcontroller functionality

® True bit manipulations (set, clear,
test), not just on core registers but
on ports and serial function regis-
ters, which significantly enhance
data throughput and reduces code
size dramatically

The challenge with eight- and 16-
bit processors is to perform the entire
application, which includes both sig-
nal processing and real-time control,
in a DSP. A DSP engineer will not hes-
itate to incorporate control-oriented
software into the DSP of a signal pro-
cessing system, provided, at the outset,
that the engineer is convinced that the
critical processing and flow of signal
data will not be affected. This issue is
simple. But microcontroller engi-
neers, despite market surveys to the
contrary, will have to be convinced
before moving to a DSP for their next
projects. As stated before, an engineer

totally familiar with DSPs is willing to
make a choice mostly based on techni-
cal merits. But for a microcontroller
engineer, business and development
issues far outweigh device technical
merits.

Microcontroller engineers tend to
prefer a regular memory model that
has lots of general purpose registers. A
DSP has a few special purpose regis-
ters. The friendliest way to program
such a memory model is in C. But a
traditional DSP programming model
doesn’t lend itself to C compiler effi-
ciency; quite the contrary, the typical
DSP
against implementing significant code

programming model works

size optimizations. Also, the quality of

C compilers available for DSPs varies
greatly. Many produce stable code
with simple optimizations. Some com-
pilers seem okay at first look, but as
with many development tools, serious
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engineers to program DSPs is simple:
microcontroller engineers overwhelm-
ingly outnumber DSP engineers.

A design engineer selecting a
microcontroller for a real-time control
application can select a micro that fits
the system needs and also has a high-
environment

quality development

available. A with

world-class development tools can be

microcontroller

found at every price/performance
point. As I stated before, and this can-
not be overemphasized, the microcon-
troller or DSP is not just a square piece
of plastic to the software engineer; it
exists in engineering reality in the user

8051...need Fla&h?

We deL your Flash S(’)lutll)

:MCU lnteﬁace 1 t

T—— R il m—
walferscale.com

Program Flash for the first

time, everytime, or anytiie
right on the board!

Look no further for Flash for your 8051 design! Waferscale’s
Flash PSDS8XXF family of MCU peripheral ICs contain up to 256KB

of Flash, a 2nd Flash array of 32KB, programmable logic, and 1/0O port expan-

sion all on a single chip. The programmable MCU interface makes for a simple
“glue-less” interface to your 8051. They're also 100% in-system programmable via the JTAG port
or the MCU, and because JTAG programming occurs without MCU assistance, the PSD can be
programmed the very first time right on the board. In addition, the second Flash array allows
re-programming while the system is operating. The Flash PSD contains special decode logic
which helps with all of the complex memory addressing schemes required for concurrent pro-
gramming. We've made Flash so easy we've termed it EasyFLASH™. Request your free
EasyFLASH information kit today! Our DK-800 development kit contains everything you

need to get started programming Flash for only $99. Visit us today!

www.waferscale.com/8051.html

Waferscale-USA

Tel. 800-832-6974
Fax 510-657-5916
info@waferscale.com

Waferscale-EUROPE

Tel. 33-1-69320120

Fax 33-1-69320219
wsifrance@compuserve.com

32 anuary 2000 Embedded Systems Programming

interface of the computer screen and
keyboard that hosts the hardware and

software development tools. This
point is crucial in reaching a software

The

processors is filled with cores that had

engineer’s heart. history of

outstanding technical merits but
became obsolete because of lower-
quality development tools and/or a
lack of planning in putting together a

suite of tools.

Microcontroller signal
processors (MSPs)

To this point the discussion has cen-
tered on the deeply embedded appli-
cations that use eight- and 16-bit
processors. A new breed of high-pow-
ered processor has recently been
developed. Based on 32-bit microcon-
troller programming models, these
new processors have all the control
features and the rich peripheral set of
a microcontroller with many of the
hard signal processing architectural
enhancements of a DSP. This cross-
breed of the two programming models
is called a microcontroller signal
processor, or MSP. The design target
of these processors is to build a core
that has the following characteristics:

® The register-based programming
model of a microcontroller

® Multiple MAC
cycle,
MACs

® Multi-level interrupt priorities for

operations in a
with extensibility for more

programmable management of
critical tasks

® Instructions and architectural

enhancements to improve C com-

piler efficiency

These are cores built to serve both
serious DSP and microcontroller func-
tions in a single instruction stream.
Both streams are closely related. (This
does not include processors with
instruction set enhancements such as
Intel’s Pentium with MMX instruc-
tions or Motorola’s PowerPC with
AltiVec extensions.)

Dual-core implementations of
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microcontroller and a separate DSP
on the same die is a less than optimal
development
architectures can suffer from the

solution. Dual-core
vagaries of interprocessor communica-
tions and pipeline interlocks. As for
development tools, using convention-
al debugging techniques to simulate
such an architecture is difficult, to say
nothing of the cost of a special in-cir-
cuit emulator.

The simplicity of merging the
microcontroller and DSP architec-
tures into a single instruction stream
seemed the natural step. By imple-
menting parallel execution units, high
clock speeds, and glueless interfaces
for common memories, deterministic
real-time signal processing perfor-
mance for DSPs can exist simultane-
ously with the multi-level interrupt
hierarchy and rapid context switching
required for the controller needs of
the system. MSPs also have wide data

paths, on-chip cache, and 100MHz-
plus clock speeds.

Development tools for MSPs are
more complex than for microcon-
trollers, but the instruction sets and
architectures lend themselves to easier
implementations of C compilers.

At present, few implementations of
MSPs are commercially available.
Because of the high cost of developing
a core with the complexity of an MSP,
only the top processor companies
have the capability to develop these
devices.

Criteria of convergence

The traditionally divergent paths of
microcontroller and DSP can cross
occasionally, with each performing
both tasks. Barriers to entry depend
on configuration of the peripheral set,
the ability to move multiple pieces of
data, and quality of the development
tools. Designers of today’s emerging
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systems which require both real-time
control and analog signal processing
are looking for ways to reduce cost
and speed development time in a mar-
ket that is becoming increasingly com-
petitive. For a microcontroller engi-
neer to consider a DSP or for a DSP
engineer to use a microcontroller,
three strict criteria must be satisfacto-
rily met: price/performance, periph-
eral set, and development tool quality.
MSPs represent the absolute conver-
gence of these two architectures. They
have the most advanced features of
both, as well as the fastest clock rates
in the embedded market. esp
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Intemet Appliance Design

(#9) Embedding TCP/IP

. An Introduction to the
P JetSend Protocol

Michael Barr

Slow and Steady Never
Lost the Race

YOU can’t go anywhere these days
without hearing or reading about the
“emerging post-PC era.” Although the
treatment in the popular press often
annoys me (to read it, you'd think
embedded computing was a concept
born yesterday), I do tend to agree
that we are in a period of significant
changes in how computers are inte-
grated into our society. However, I
can’t decide which of the changes
described by the popular press will be
the most important in the long run. In
fact, many of the changes anticipated
there have already been going on for
quite some time. Specifically, the
miniaturization of computers and
their transformation from general-
purpose devices into devices that serve
specific needs have both been going
on for decades.

I think the single fact that under-
lies all of this talk of a post-PC era is
that the demand for PCs is flattening.
The PC as a product class doesn’t
seem able to make further inroads
into consumer homes based solely on
lower prices and increased computing
power. That old successful formula—
and the high profit margins that went
with it—are seemingly dead. Most of
today’s computer buyers already have
PCs at home and are reasonably satis-
fied with the amount of bang they are
getting for their buck. And, more and
more, all they really want is the cheap-
est PC in the store anyway.

However, one thing that computer
buyers still aren’t satisfied with is the
experience of owning a PC. There are

hardware upgrades, operating system
upgrades, new device drivers, new appli-
cation software, and new application
software versions, all of which must be
installed by the untrained owner. Some
of these installations and upgrades have
ripple effects, requiring other installa-
tions and/or upgrades to be done at
the same time. And far too often an
installation or upgrade will fail as the
new hardware of software is apparently
“rejected” by the other hardware and
software already in the system.

Perhaps one of the reasons that our
society is looking toward embedded
systems designers for leadership going
into the post-PC era is that we've got a
reputation for building computer sys-
tems that are stable and easily main-
tained. It may even be that this reputa-
tion is well deserved. I have yet, fortu-
nately, to own a TV, VCR, stereo, digi-
tal watch, or microwave oven that
required a software or hardware
upgrade. However, let’s not fool our-
selves into thinking we’re somehow
better than the engineers and comput-
er scientists working in the PC indus-
try. We too are capable of creating sys-
tems that crash and that are difficult to
maintain. And the more complicated
the assignment, the more likely that is.

In my opinion, three key factors led
to the complexity of maintaining a PC.
The first is the requirement of back-
ward compatibility. Each new PC oper-
ating system or processor is expected to
run applications designed years before
for a very different generation of com-
puters. The second factor is the overall
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complexity of the problem. The design-
ers of PCs, their operating systems, and
applications have tried to capture in
one system all of the possible ways a
computer can be used. (The task of cre-
ating a video game console is much sim-
pler than that of creating a device that
can run both business applications and
play video games.) Last, but certainly

that caution has served you and your
past products well.

In this month’s Internet Appliance
Design section, you'll find a pair articles
that fit right into this theme. The first
article is the second part of Thomas
Herbert’s introduction to the TCP/IP
protocol suite. This month Tom takes a
look at the steps embedded developers

An example of modulo-2 binary division
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the third
“Christmas buying season.” The annual

not least, factor is the
rush to release new hardware and soft-
ware in time for the Christmas buying
season has inspired many engineering
More

phrase “Internet time” has made this

compromises. recently, the
into a year-round problem for all of us.

If we are indeed going to take a
leadership role in the post-PC era, we
need to be humble and to think and act
carefully when designing and imple-
menting complex systems. If we do
those things, I think we can be counted
on to produce a better class of comput-
ers that, though less general purpose in
nature, are ultimately far more useful
and likeable than the personal comput-
ers of today. Always remember that you
are no smarter than your PC-industry
counterpart, only more cautious. And

can take to make a given TCP/IP stack fit
into resource-constrained systems and to
improve its overall performance and reli-
ability. The second article, by John
Meadows, is an introduction to a differ-
ent kind of protocol. The JetSend proto-
col was designed specifically to make the
sharing of information between all sorts
of different products simple. No special
device drivers or format-specific process-
ing software must be present on the
receiving system. The result of this could
that
upgrades. My own contribution to this

be applications require no
month’s section is the final installment of

my three-part discussion of checksums.
Easier said than done

As I discussed last month, CRCs are
among the strongest checksum algo-
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rithms available for detecting and/or
correcting errors in communications
packets. However, the mathematics used
to compute CRCs doesn’t map easily
into software. In the best possible sce-
nario, CRC computations can be done
in hardware with the results passed up to
the software for placement into an out-
going packet or verification of an incom-
ing packet’s contents. Unfortunately,
this is not always possible.

This month I'm going to complete
my discussion of checksums by show-
ing you how to implement CRCs in
software. I'll start with a naive imple-
mentation and gradually improve the
efficiency of the code as I go along.
However, I'm going to keep the discus-
sion at the level of the C language, so
steps could be
improve the efficiency of the final code

further taken to
simply by moving into the assembly
language of your particular processor.

For most software engineers, the
overwhelmingly confusing thing about
CRCs is their
Knowing that all CRC algorithms are

implementation.

simply long division algorithms in dis-
guise doesn’t help. Modulo-2 binary
division doesn’t map particularly well
to the instruction sets of off-the-shelf
processors. For one thing, generally
no registers are available to hold the
very long bit sequence that is the
numerator. For another, modulo-2
binary division is not the same as ordi-
nary division. So even if your proces-
sor has a division instruction, you
won’t be able to use it.

Modulo-2 binary division
Before writing even one line of code,
let’s first examine the mechanics of
modulo-2 binary division. We’ll use
the example in Figure 1 to guide us.
The number to be divided is the mes-
sage augmented with zeros at the end.
The number of zero bits added to the
message is the same as the width of the
checksum (what I've been calling ¢);
in this case four bits were added. The
divisor is a ¢+ 1-bit number also known
as the generator polynomial.
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A first CRC implementation

#define POLYNOMIAL 0xD8
unsigned char
crcNaive(unsigned char const message)
{
unsigned char remainder;
/*

*/
remainder = message;

*/
return (remainder >> 4);

ik /* crcNaive() =/

/* 11011 followed by 0's */

* Initially, the dividend is the remainder.

bit)

* Shift the next bit of the message into the remainder.

/%
* For each bit position in the message....
*/
for (unsigned char bit = 8; bit > 0;
{
/%
* If the uppermost bit is a 1...
*/
if (remainder & 0x80)
{
/%
* XOR the previous remainder with the divisor.
*/
remainder A= POLYNOMIAL;
}
/%
*/
remainder = (remainder << 1);
}
/%

* Return only the relevant bits of the remainder as CRC.

The modulo-2 division process is
defined as follows:

® Call the uppermost ¢+ 1 bits of the
message the remainder

® Beginning with the most significant
bit in the original message and for
each bit position that follows, look
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=1

the ¢+ 1-bit remainder:

If the most significant bit of the
remainder is a one, the divisor is
said to divide into it. If that hap-
pens—just as in any other long
division—it is necessary to indi-
cate a successful division in the
appropriate bit position in the

quotient and to compute the

new remainder. In the case of

modulo-2 binary division, we

simply:

®  Set the appropriate bit in the quo-
tient lo a one, and

® XOR the remainder with the
divisor and store the result
back into the remainder

®  Otherwise (if the first bit is not a

one):

®  Sel the appropriate bit in the quo-
tient to a zero, and

®  XOR the remainder with zero (no
¢ffect)

® Left-shift the remainder, shift-

ing in the next bit of the mes-

sage. The bit that’s shifted out

will always be a zero, so no infor-

mation is lost

The final value of the remainder is the
CRC of the given message.

What’s most important to notice at
this point is that we never use any of
the information in the quotient, either
during or after computing the CRC.
So we won't actually need to track the
quotient in our software implementa-
tion. Also note here that the result of
each XOR with the generator polyno-
mial is a remainder that has zero in its
most significant bit. So we never lose
any information when the next mes-
sage bit is shifted into the remainder.
All of the parts of the above algorithm
that have no effect are written in ital-
ics. These steps can be ignored in an
actual CRC implementation.

Bit by bit

Listing 1 contains a naive software
implementation of the CRC computa-
tion just described. It simply attempts
to implement that algorithm as it was
described above for this one particular
generator polynomial. Even though
the unnecessary steps have been elim-
inated, it’s extremely inefficient.
Multiple C statements (at least the
decrement and compare, binary AND,
test for zero, and left shift operations)
must be executed for each bit in the
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A more portable CRC implementation ‘ .

/*

*/
typedef unsigned char crc;

#define WIDTH (8 * sizeof(cre))
#define TOPBIT (1 << (WIDTH - 1))

crc

{
crc  remainder = 0;

*/

return (remainder);

}  /x crcSlow() */

* The width of the CRC calculation and result.
* Modify the typedef for a 16 or 32-bit CRC standard.

crcSlow(unsigned char const messagel], int nBytes)

/%
* Perform modulo—2 division, a byte at a time.
*/
for (int byte = 0; byte < nBytes; ++byte)
1
/%

* Bring the next byte into the remainder.

remainder *= (messagelbytel << (WIDTH - 8));

/%
* Perform modulo-2 division, a bit at a time.
*/
for (unsigned char bit = 8; bit > 0; bit)
{
/%
* Try to divide the current data bit.
*/
if (remainder & TOPBIT)
{
remainder = (remainder << 1) ~ POLYNOMIAL;
}
else
{
remainder = (remainder << 1);
}
>
}
/%
* The final remainder is the CRC result.
*/
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message. Given that this particular
message is only eight bits long, that
might not seem too costly. But what if
the message contains several hundred
bytes, as is typically the case in a real-
world application? You don’t want to
execute dozens of processor opcodes
for each byte of input data.

Cleaning up

Before we start making this more effi-
cient, the first thing to do is to clean
this naive routine up a bit. In particu-
lar, let’s start making some assump-
tions about the applications in which
it will most likely be used. First, let’s
assume that our CRCs are always going
to be eight-, 16-, or 32-bit numbers. In
other words, that the remainder can
be manipulated easily in software.
That means that the generator poly-
nomials will be nine, 17, or 33 bits
wide, respectively. At first it seems we
may be stuck with unnatural sizes and
will need special register combina-
tions, but remember these two facts:

® The most significant bit of any gen-
erator polynomial is always a one

® The uppermost bit of the XOR
result is always zero and promptly
shifted out of the remainder

Since we already have the informa-
tion in the uppermost bit and we don’t
need it for the XOR, the polynomial
can also be stored in an eight-, 16-, or
32-bit register. We can simply discard
the most significant bit. The register
size that we use will always be equal to
the width of the CRC we're calculating.

As long as we're cleaning up the
code, we should also recognize that
most CRCs are computed over fairly
long messages. The entire message can
usually be treated as an array of data
bytes. The CRC algorithm should then
be iterated over all of the data bytes, as
well as the bits within those bytes.

The result of making these two
changes is the code shown in Listing 2.
This implementation of the CRC calcu-
lation is still just as slow as the previous



one. However, it is far more portable
and can be used to compute a number
of different CRCs of various widths.

Byte by byte

The most common way to improve the
efficiency of the CRC calculation is to
throw memory at the problem. For a
given input remainder and generator
polynomial, the output remainder will
always be the same. If you don’t
believe me, just reread that sentence
as “for a given dividend and divisor,
the remainder will always be the
same.” It’s true. So it’s possible to pre-
compute the output remainder for
each of the possible byte-wide input
remainders and store the results in a
lookup table. That lookup table can
then be used to speed up the CRC cal-
culations for a given message. The
speedup is realized because the mes-
sage can now be processed byte by
byte, rather than bit by bit.

The code to precompute the output
remainders for each possible input byte
is shown in Listing 3. The computed
remainder for each possible byte-wide
dividend is stored in the array
crcTablel]. In practice, the crcInit()
function could either be called during
the target’s initialization sequence (thus
placing crcTablein RAM) or it could be
run ahead of time on your development
workstation with the results stored in the
target device’s ROM.

Of course, whether it is stored in
RAM or ROM, a lookup table by itself
is not that useful. You’ll also need a
function to compute the CRC of a
given message that is somehow able to
make use of the values stored in that
table. Without going into all of the
mathematical details of why this works,
suffice it to say that the previously
complicated modulo-2 division can

now be implemented as a series of

lookups and XORs. (In modulo-2
arithmetic, XOR is both addition and
subtraction.)

A function that uses the lookup
table contents to compute a CRC
more efficiently is shown in Listing 4.

The amount of processing to be done
for each byte is substantially reduced.

As you can see from the code in
Listing 4, a number of fundamental
(left and
XORs, lookups, and so on) still must

operations right shifts,
be performed for each byte even with
this lookup table approach. So to see
exactly what has been saved (if any-
thing) I compiled both crcSlow() and
crcFast() with IAR’s C compiler for
RISC

processors.! I figured that compiling

the PIC family of eight-bit

for such a low-end processor would
give us a good worst-case comparison
for the numbers of instructions to do
these different types of CRC computa-
tions. The results of this experiment
were as follows:
® crcSlow(): 185 instructions per
byte of message data
® crcFast(): 36 instructions per byte
of message data

@) CONNECTING...

So, at least on one processor family,

switching to the lookup table
approach results in a more than five-
fold

That’s a pretty substantial gain consid-

performance improvement.
ering that both implementations were
written in C. A bit more could proba-
bly be done to improve the execution
speed of this algorithm if an engineer
with a good understanding of the tar-
get processor were assigned to hand-
code or tune the assembly code. My
that

somewhat-educated guess is

another  two-fold  performance

improvement might be possible.
Actually achieving that is, as they say in
textbooks, left as an exercise for the

curious reader.
CRC standards and parameters
Now that we've got our basic CRC

implementation nailed down, I want
to talk about the various types of
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CRCs that you can compute with it.
As I mentioned last month, several
mathematically well understood and
internationally standardized CRC
generator polynomials exist and you
should probably choose one of those,

rather than risk inventing something
weaker.

In addition to the generator poly-
nomial, each of the accepted CRC
standards also includes certain other
that

parameters describe how it

Computing the CRC lookup table

crc  crcTable[256];
void
crclnit(void)
{
crc remainder;
/*
* Compute the remainder of each possible dividend.
*/
for (int dividend = 0; dividend < 256; ++dividend)
{
/%
* Start with the dividend followed by zeros.
*/
remainder = dividend << (WIDTH - 8);
/*
* Perform modulo—2 division, a bit at a time.
*/
for (unsigned char bit = 8; bit > 0; bit)
{
/%
* Try to divide the current data bit.
*/
if (remainder & TOPBIT)
{
remainder = (remainder << 1) ~ POLYNOMIAL;
¥
else
{
remainder = (remainder << 1);
3
}
/%
* Store the result into the table.
*/
crcTableldividend] = remainder;
}
} /% crcInit(O) */
.
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should be computed. Table 1 contains
the parameters for three of the most
popular CRC standards. Two of these
parameters are the initial remainder
and the final XOR value. The purpose
of these two ebit constants is similar
to the final bit inversion step we
added to the sum-of-bytes checksum
algorithm two months ago.? Each of
these parameters helps eliminate one
very special, though perhaps not
uncommon, class of ordinarily unde-
tectable difference. In effect, they
bulletproof an already strong check-
sum algorithm.

To see what I mean, consider a mes-
sage that begins with some number of
zero bits. The remainder will never
contain anything other than zero until
the first one in the message is shifted
into it. That’s a dangerous situation,
since packets beginning with one or
more zeros may be completely legiti-
mate and a dropped or added zero
would not be noticed by the CRC. (In
some applications, even a packet of all
zeros may be legitimate!) The simple
way to eliminate this weakness is to
start with a nonzero remainder. The
parameter called initial remainder
tells you what value to use for a partic-
ular CRC standard. And only one
small change is required to the
crcSlow() and crcFast() functions:

crc remainder = INITIAL_REMAINDER;

The final XOR value exists for a
similar reason. To implement this
capability, simply change the value
that’s returned by crcSlow() and
crcFast() as follows:

return (remainder ~ FINAL_XOR VALUE);

If the final XOR value consists of all
ones (as it does in the CRC-32 stan-
dard), this extra step will have the
same effect as complementing the
final remainder. However, implement-
ing it this way allows any possible value
to be used in your specific application.

In addition to these two simple

parameters, two others exist that



impact the actual computation. These
are the binary values reflect data and
reflect remainder. The basic idea is to
reverse the bit ordering of each byte
within the message and/or the final

remainder. The reason this is some-

times done is that a good number of

the hardware CRC implementations
operate on the “reflected” bit order-

ing of bytes that is common with some

UARTs. Two slight modifications of

the code are required to prepare for
these capabilities.

What I've generally done is to
implement one function and two
macros. This code is shown in Listing
5. The function is responsible for
reflecting a given bit pattern. The
macros simply call that function in a
certain way.

By inserting the macro calls at the
two points that reflection may need to
be done, it is easier to turn reflection

on and off. To turn either kind of

reflection off, simply redefine the
appropriate macro as (X). That way,
the unreflected data byte or remain-
der will be used in the computation,
with no overhead cost. Also note that

for efficiency reasons, it may be desir-

able to compute the reflection of all of

the 256 possible data bytes in advance
and store them in a table, then rede-
fine the REFLECT_DATA() macro to use
that lookup table.
Tested, full-featured implementa-
tions of both crcSlow() and crcFast()
from
These

implementations include the reflec-

are available for download

www.embedded.com/code. him.

tion capabilities I just described and
can be used to implement any para-
CRC

ch;mge the constants and macros as

meterized formula. Simply
necessary.

The
included in Table 1 is a check value for
each CRC standard. This is the CRC
result that’s expected for the simple
ASCII test message “123456789.” To
test your implementation of a particu-

final parameter that I've

lar standard, simply invoke your CRC
computation on that message and
check the result:

| YA | [ R N
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A more efficient CRC implementation.

cre
crcFast(unsigned char const messagell], int nBytes)
£
unsigned char data;
crc remainder = 0;
/*
* Divide the message by the polynomial, a byte at a time.
*/
for (int byte = 0; byte < nBytes; +tbyte)
{
data = messagelbytel * (remainder >> (WIDTH - 8));
remainder = crcTable[datal * (remainder << 8);
}
/*
* The final remainder is the CRC.
*/
return (remainder);
} /% crcFast() */
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Computational parameters for popular CRC standards

Standard Name CRC-CCITT

CRC-16

CRC-32

Reflection macros and function.

#idefine REFLECT_DATA(X)
#define REFLECT_REMAINDER(X)

unsigned long

{
unsigned long reflection = 0;

return (reflection);

i /% reflect() =/

((unsigned char) reflect((X), 8))
((cre) reflect((X), WIDTH))

reflect(unsigned long data, unsigned char nBits)

/%
* Reflect the data about the center bit.
*/
for (unsigned char bit = 0; bit < nBits; +bit)
{
/%
* If the LSB bit is set, set the reflection of it.
*/
if (data & 0x01)
{
reflection |= (1 << ((NBits = 1) = bit));
}
data = (data > 1);
}

crclnitQ);
checksum = crcFast(*123456789", 9);

If checksum has the correct value
after this call, then you know your
implementation is correct. This is a
handy way to ensure compatibility
between two communicating devices
with different CRC implementations
or implementors.

Other sources

Throughout the years, each time I've
had to learn or relearn something
about the various CRC standards or
their implementation, I've referred to
the paper “A Painless Guide to CRC
Error Detection Algorithms, 3rd
Edition” by Ross Williams.? There are
a few holes that I've hoped for many
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years that Ross would fill with a fourth
edition, but all in all it’s the best cov-
erage of a complex topic that I've
seen. Many thanks to Ross for sharing
his expertise with others and making
several of my networking projects and
this column possible.

This three-part discussion and the
required C programming have been so
much fun for me that I'm going to con-
tinue with such down-and-dirty subjects
for a while longer. Next month’s col-
umn will describe a virtual serial port
concept that I invented a few years back
to enable the use of off-the-shelf soft-
ware such as SLIP/PPP, remote debug-
gers, and stdio over an ordinary PCI
bus. Until then, stay connected... esp

Michael Barr is the technical editor of
Embedded Systems Programming. He
holds BS and MS degrees in electrical engi-
neering from the University of Maryland.
Prior to joining the magazine, Michael
spent half a decade developing embedded
software and device drivers. He is also the
author of the book Programming
Embedded Systems in C and C++
(O’Reilly & Associates). Michael can be
reached via e-mail at mbarr@mfi.com.
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THOMAS HERBERT

Embedding TCP/IP

Last month, the author introduced you to the basics of TCP/IP.
[n this second installment, he discusses the details of putting

mbedded systems have inherited the programming
practices used in larger systems. Network protocols,
and TCP/IP in particular, incorporate program-
ming practices used in larger systems. As discussed
in the first part of this article, the history of TCP/IP
is one of adapting and modifying the original
sources written at the University of California at Berkeley to

embedded systems. The Berkeley stack is the basis for most of

these ports and is the basis of most of the commercial TCP/IP
stacks for embedded systems. Of course, real-time and embed-
ded systems face many issues that are unique. A straight port
of the Berkeley stack is not the best implementation for the
particular needs of an embedded and real-time system.

Most vendors have modified the Berkeley code over the
years to improve the performance of the stack in embedded
systems. Any ports or modifications of the original Berkeley
sources should address the following issues. This rule
applies to commercial canned stacks, as well as home-grown
porting jobs. Certainly, if you’re purchasing a TCP/IP stack,
you will want to verify that your vendor has taken the fol-
lowing things into account:

Buffer management. The TCP/IP mbuf buffer management
should be able to use pre-allocated buffers rather than allo-
cating them from the global heap at run time (via malloc).

Timers. The timers used in the protocols for connection
management, timeouts, and retries should be managed by

TCP/IP into a resource-constrained embedded system.

the RTOS. They should not be a separate implementation
that will secretly steal bandwidth from the CPU or cause
concurrency problems.

Latency. If an RTOS is present, it should not add any addi-
tional latency. Interrupt-handling interfaces should be fast
and deterministic. The RTOS should not add any latency to
the interrupt processing required with the physical trans-
mission and reception of a frame. The large amount of con-
text switches and CPU processing required in dealing with a
packet increases the importance of using an OS with mini-
mal thread context switch time.

Concurrency. All buffering mechanisms should have sema-
phore protection to allow higher performance potential in
real-time systems. The first TCP/IP protocol implementa-
tions were on Unix systems and depended on manipulating
hardware interrupt levels to eliminate resource contention
problems. Semaphore protection should be available to the
timers to reduce concurrency problems.

Minimized data copying. The TCP/IP implementation
should minimize the amount of data copying. The data with-
in each frame can be maintained in the same buffer so it
doesn’t need to be copied and re-copied by the CPU at each
stage of the protocol. The networking chip’s DMA places the
packets directly in the managed buffer pool where the pack-
et is passed up through the stack by manipulating pointers
and not by copying data. Also, some vendors have extended
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The ifnet structure used in BSD 4.3

the mbuf mechanism to allow the data
to be shared between mbufs and
mblocks where there are STREAMS
protocols also present in the system.

Link layer multiplexing. Protocol imple-
mentation requires a framework with
mechanisms for queueing and buffer
management. Also, modern protocols
require more flexible device driver inter-
faces and more flexible multiplexing.
This is particularly true where serial
point-to-point protocols such as PPP are
now extended to support IP tunneling
and Virtual Private Networks (VPN).
The original Berkeley implementation
isn’t sufficiently flexible to meet all of
these needs. The better protocol stack
implementations use a framework that
allows the stack to be extended as new
protocols and interfaces are developed.
This can be accomplished by extending
the basic Berkeley driver interface
scheme, or the protocols can be rewrit-
ten to use a different framework

CPU bandwidth. Each embedded
system application has different
requirements for its TCP/IP stack. For
example, a TCP/IP stack in most

Internet appliances probably would
not be considered real time. Also, if
the network is used for control and
management functions, the hard
bandwidth requirements will be fairly
low. On the other hand, if the applica-
tion is streaming video or voice, the
faster packet rates would qualify the
application as a real-time application.

Link layer interfaces and
device drivers

As I've described, the OSI model
shows an interface between the physi-
cal and data link layers. In actual
implementation, this
implemented in several ways.

interface is

BSD 4.3. Most of the examples in this
article show the BSD 4.3 type of struc-
tures and interfaces. The traditional
Berkeley stack could multiplex between
multiple interfaces if they were using a
common IP stack. Originally, it could
only interface cleanly with link layers that
were compatible with Ethernet and only
among IP and its related protocols, such
as ARP and RARP. Subsequently some
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implementors have hacked the BSD
code to allow it to be used with serial
interfaces such as SLIP (Serial Line
Interface Protocol) or PPP. This was gen-
erally a somewhat kludgy way to make
them look like Ethernet and as such, was
not particularly efficient. Also, each ven-
dor of a TCP/IP stack for embedded sys-
tems has put its own nuances in the inter-
face mechanism as well.

The BSD 4.3-compatible stacks uses
the ifattach() function and the
ifnet structure. This structure and its
associated attachment mechanism
were inherited by most ports of the
Berkeley stack used in embedded sys-
tems. Typically, the network device dri-
ver initialization function is specific to
a particular OS. When the device spe-
cific initialization function is called, it
first allocates space for its own internal
data structures, often called a “softc”
structure. This data structure general-
ly includes space for the ifnet struc-
ture. It determines its own MAC
address by reading it from the hard-
ware. Then it fills in the fields in the
ifnet structure. It sets the device-spe-
cific information such as the MTU, the
MAC address, and the if_name and
if_unit. It then fills in the function
pointer fields with pointers to the dri-
ver’s interface functions. Once this
structure is appropriately initialized,
the initialization code calls the
if_attach(O function with a pointer to
the ifnet structure as an argument.

The ifnet structure is illustrated in
Table 1. The ifnet structure contains,
among other things, a pointer to a list
of address structures for each inter-
face. This address structure, called
ifaddr, contains the interface’s MAC
address and the broadcast address.

BSD 4.4. BSD 4.4 extends the tradi-
tional interface in a few significant
ways. Inside the stack, BSD 4.3 had
hardcoded address lengths in its
sockaddr structure. MAC addresses are
also stored in the sockaddr and similar
structures, and in BSD 4.4, these were
extended to support variable length
addresses to allow for PHYs other than



Ethernet. Also, the device driver inter-
face was generalized to make it less
specific to Ethernet. In addition, a
pointer to the interface, netif, is
passed along by the link layer when
incoming data is queued to IP or
another protocol in the network layer.

Data link provider interface. The data
link provider interface (DLPI) is

found in most implementations of

STREAMS. The DLPI interface is not
specific to TCP/IP and can be gener-
alized for almost any protocol. It does,
however, require that the protocols be
implemented as STREAMS modules

Promiscuity
Most network interfaces can be set to
promiscuous mode so that all packets
are received. For example, Ethernet
interfaces can be set to receive all
packets on the wire, including broad-
cast and multicast packets, as well as
those that have someone else's MAC
address in the destination field. It is
interesting to note that most protocols
would work even if the interfaces
were accidentally set for promiscuous
mode. Packet filtering then takes
place at higher levels of the stack,
which is very inefficient but probably
functional. Some software above the
link layer may want to use promiscu-
ous mode by telling the interface to
receive everything and send it all up.
An example of this is a software pro-
tocol analyzer such as the tcpdump or
snoop utility found in Unix systems.
At the transport layer, the API pro-
vides a promiscuous socket. Generally,
you can't stop processing and sending
other information merely because the
user wants to observe the network
traffic. To provide the capability of
receiving promiscuously while pre-
serving other network functionality,
the data link interface must support
some sort of promiscuous binding. In
other words, it has to provide a mech-
anism for the layer above to request
all packets.

and the link layer be implemented as a
STREAMS driver. It also requires
802.2-type framing to properly multi-
plex between the link layer and the
network layer of the protocols bound
to the link layer.

The legacy BSD interface between
the link layer and the network layer

doesn’t incorporate any mechanism
for interfacing specifically to connec-
tion-oriented or connectionless link
layers. On the other hand, DLPI pro-
vides support for both connectionless
or connection-oriented link layer bind-
ing. The connection-oriented service
would be available if the Service Access
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Provider (SAP) is capable of support-
ing connection-oriented transmission.
Also, DLPI allows the data link SAP
(DLSAP) to identify itself as a promis-
cuous SAP, that is, one that can grab all
the packets on the net, not just those
directed to it. See the sidebar called
“Promiscuity” for more information.
Fundamental to DLPI is the con-
cept of the SAP. In Figure 1 you can
see how the SAP identifiers are incor-
porated in the LLC framing. The net-
work layer above the interface is a data
link service user (DLSU) and the link

layer driver is a DLSAP. DLPI uses a set
of request primitives passed as mes-
sages from the DLSU to the DLSAP. In
response, the DLSAP passes a set of
acknowledgment primitives back to
the DLSU.

Figure 2 shows the relationship
between the SAP and the DLSU. DLPI
manages the state of the relationship
between the DLSU and the DLSAP
with a state machine. Table 2 lists
some of the common primitives likely
to be used for TCP/IP connectionless
link layer service and their responses.
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Extended multiplexing interface.
Extended multiplexing interfaces have
been developed by some commercial
RTOS vendors to extend the BSD 4.4
interface to include link layer multi-
plexing and multiprotocol capability.
This allows some of the capabilities
found in the STREAMS DLPI interface
to be available to TCP/IP-based net-
working. A good implementation will
do this while still maintaining compat-
ibility with the traditional Berkeley-
type TCP/IP stacks and drivers.

Traditionally, various attempts have
been made to allow drivers to support
simultaneous interfaces to both
Berkeley and STREAM-type stacks.
This was done with a layer of glue code
that would copy the messages from
STREAS mblocks to Berkeley-type
mbufs. A better mechanism should
allow the actual data in the frame to
be shared between the mblock and
mbuf header structures.

A good extended multiplexing inter-
face mechanism gives you a DLPI-type
binding mechanism for binding a stack
to an arbitrary link layer interface. It
should do this while providing as much
backward compatibility as possible with
Berkeley-style implementations. As in
DLPI, this advanced mechanism should
allow multiple stacks to be bound to the
same link level interface. It provides a
generic mechanism for address resolu-
tion between MAC addresses and proto-
col addresses. This address resolution
capability should still support the BSD
ARP protocol previously discussed under
the section about BSD 4.3. As with DLPI,
the advanced interface has a state
machine to keep track of the relation-
ship between the stack and the link layer.
It also provides a means of enabling mul-
ticast addresses on an interface. This
type of mechanism was absent from BSD
4.3 and only partially present in BSD 4.4.

Hosting TCP/IP in your
embedded system

Since the BSD stack has been available
in source code form for many years,
most people implementing TCP/IP
for embedded systems have used it as a
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Primitives used in STREAMS DLPI

base. Hardly anyone implements his
or her own protocol suite from
scratch. You’ll have a number of fun-
damental choices if you want to put
TCP/IP in a product for the first time,
whether you want to use a commercial
of TCP/IP or do your own port.

You may want to look at a number of
factors before you decide which path to
take for incorporating TCP/IP. You'll
want to ask yourself basic questions
about the connectivity requirements in
your design. For example, how sensitive
is your project to unit manufacturing
cost? Ask about the future of your
design. What is its reuse potential? Is
the project to be a platform for launch-
ing future projects? Following are a few
broad categories of products used in
connected embedded systems. Each of
these categories suggests a different
direction for your implementation of
TCP/IP in your embedded design.

1. The embedded product is based on
a legacy system. There is only a lim-
ited need for remote access. So far,
remote access has only been avail-
able through a serial port. TCP/IP
allows access to this serial port.
Potential increase in manufactur-
ing cost is not the determining fac-
tor when adding TCP/IP

2. The product should be relatively
easy to maintain. A network con-
nection is needed for remote man-
agement of the product

3. The networking connection is
required for data capture and
analysis

4. The product is a router, gateway,
switch, broadband modem, or a
similar product in which network-
ing is a fundamental element

5. The product is a consumer device
with a graphical display, such as a
personal digital assistant. The abili-
ty to browse the web is a funda-
mental part

6. The device is associated with a mea-
surement and control system. An
easy method must exist for reaching
the device from a PC with a web
browser. An embedded web server
is a fundamental requirement

Below I list some of the choices you
have today for incorporating TCP/IP
in your product.

Total hardware implementation

A number of companies are develop-
ing completely self-contained cards in
a small form factor that add network
connectivity. The stack is implemented
as part of an opaque system and is gen-
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erally packaged as a PCM card which
can be interfaced to your system’s seri-
al port. Your system is made to think it
is talking to a serial port. This solution
may be best for a category 1.

Advantages

® Vendor owns all networking prob-
lems

® Fasy to specify a working solution

® Very little product
required for legacy products

® You can concentrate on your prod-

redesign

uct’s added value

Disadvantages

® Not a flexible solution

® (Can’t be configured to give remote
users an elegant interface

® Lack of networking integrated into
your product can make the solu-
tion seem clunky

® Higher added manufacturing cost

Roll your own stack with no RTOS
Using no RTOS involves snarfing a
free (public domain) or source-licens-
able TCP/IP stack and porting it
straight to the hardware without the
benefit of a commercial RTOS. At
minimum, you will need to implement
a basic scheduler, a timer mechanism,
and a buffer allocation mechanism.
This solution may be appropriate for
categories 1 and 2, but only if the
requirement domain is well defined
and there is little need for reuse.

Advantages »

® Low manufacturing cost because of
reduced royalties

® High engineering cost

® You own all the sources

® It might be fun to do

Disadvantages

® You own all the problems

® No RTOS to help allocate CPU
bandwidth between the network
stack and other parts of your appli-
cation

® Inflexible and doesn’t allow for
future product growth

® (Can’t be easily brought up to date
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with new networking standards

® Compliance and interoperability
testing is an enormous burden

® Upgrading is difficult because of
incompatibility with other imple-
mentations
High engineering cost
Bad for time-to-market-constrained
projects

Third-party integration

With this method, you would purchase
an RTOS from one vendor and a
TCP/IP stack from another.

Advantages
® You can use any RTOS, even one
that is fairly low in cost and/or has

no royalties

Disadvantages

® Itis up to the you to select and inte-
grate your own TCP/IP stack

® You may have to design and imple-
ment your own transport and link
layer APIs
Not time-to-market friendly
You own all the interface problems
Little or no support available

All in one

With this option, you would purchase a
bundled product from a vendor who
has a complete solution that includes
an RTOS, development tools, and a
TCP/IP stack. This solution can be used
for all the product categories above. Of
course, with category 1 you would have
to incur some redesigning to incorpo-
rate the new RTOS into your design.

Advantages

® Best for design cycles with critical
time-to-market constraints
Scaleable to meet evolving needs
Should give you access to added
value upper-layer protocols, such as
embedded web servers and clients,
network management, and other

applications

Disadvantages
® May add some royalty cost to your
product

® Some redesign of legacy products
may be required to add the net-
working feature

® RTOS may be more than you need

Selection criteria for
commercial RTOS and
TCP/IP products

The following is a list of items you may
want to consider when selecting an
RTOS and network stack vendor:

® (Choose a vendor who offers a vari-
ety of interfaces and available
device drivers. It should be able to
smoothly support interfaces other
than LAN PHYs, such as Ethernet

® The vendor should have stable and
tested support for your target CPU
and networking interfaces

® If you're building a platform to be
used as a base for a variety of prod-
ucts, make sure that your vendor
can provide you with an upgrade
path as your requirements grow
and change

® The TCP/IP should be BSD 4.4-
compatible (not 4.3)

® The stack should have the hooks to
allow it to be managed remotely via
SNMP or RMON

® Zero copy buffers should be an
available option for performance.
This is accomplished in conjunc-
tion with some kind of enhanced
buffer management

® Link layer multiplexing should be
available to allow the TCP/IP stack
to co-exist with other protocols, as

well as support multiple interfaces

An established solution

As a technology, TCP/IP is close to 20
years old. It was developed as part of
one of the first attempts to establish an
internetwork. The protocol suite has
outlasted more recent LAN and WAN
networking protocols, and by now
many of these other protocols have
been dropped or forgotten. TCP/IP
and the concept of the Internet is ele-
gant in its simplicity. Largely because
of its ubiquity and its simplicity, this

old TCP/IP-based Internet has
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become the global fabric uniting
much of modern life and is now the
basis for much of the hot new “high
technology” of today.

Obviously, I shouldn’t try to dictate
the choices you make as an embedded
engineer when you move your legacy
design to the Internet-enabled world
or as you develop your brand new
Internet appliance. As an embedded
engineer, you will follow your own dic-
tates given the business and technical
constraints particular to your project.
As I discussed above, there are many
choices for selecting and integrating
TCP/IP in your design. Many of the
new ASICS designed today have extra
gate capacity as well as extra band-
width in the CPU core, and often
memory is not as constrained as in
previous designs. After making the
right choice for your design, you may
find that in today’s world most designs
have enough headroom to incorpo-
rate Internet ability. Even on many
small embedded systems, adding
TCP/IP probably won’t be a large
draw on your system for CPU and
memory. esp

Thomas Herbert is a field consulting engi-
neer with Wind River Systems. Before that,
he worked in embedded systems in various
applications for many years for such com-
panies as Xerox Corp., Lastman Kodak,
and as an independent consultant. Tom
has  contributed  several —articles to
Embedded Systems Programming over
the past few years and holds a patent in
pattern recognition. He can be reached at

tom. herbert@uwindriver.com

Further Reading

Many excellent books have been written
about TCP/IP internals, application pro-
gramming using TCP/IP, and maintenance
and configuration of IP networks. | would
like to suggest a few references below
which | have found valuable for explaining
the internals of TCP/IP that may be useful
to the embedded engineers who want to

bone up on networking.

The first and most important references for



TCP/IP are the following two volumes. If
you really need both to see how the proto-
cols work and how they are implemented,
these books are must-haves:

Stevens, W. Richard. TCP/IP Illustrated,
Vol. 1, The Protocols. Reading, MA:
Addison-Wesley, 1994.

Wright, Gary R. and W. Richard Stevens,
TCP/IP Illustrated, Vol. 2, The
Implementation. Reading, MA:
Addison-Wesley, 1995.

For an authoritative work on BSD 4.4, |
suggest the following book:

McKusic, Marshall Kirk, Keith Bostic,
Michael J. Karels, and John S.
Quaterman. The Design and
Implementation of the 4.4BSD
Operating System. Reading, MA:
Addison-Wesley, 1996.

For general information on STREAMS:

Herbert, Thomas F., “Implementing
Network Protocols and Drivers with

STREAMS," Embedded Systems
Programming, April 1997, p. 28.

Or you may want to read the definitive
reference on SVR4 STREAMS. Even if you
aren't specifically interested in STREAMS,
chapter 11 on DLPI (Data Link Provider
Interface) is a good look at what function-

ality needs to be in a good multiplexing
data link interface. Unfortunately, at the
time of the writing of this article, this book
is out of print.

Unix Press. STREAMS Modules and
Drivers. Englewood Cliffs, NJ: Prentice-
Hall, 1993.

STREAMS

STREAMS is a generic framework and
API developed at AT&T Bell Labs for
implementation of layered networking
protocols. Several commercially avail-
able implementations of TCP/IP use
STREAMS and there are several imple-
mentations of the STREAMS frame-
work available for embedded markets.
STREAMS is well suited for systems
that have to multiplex packets to and
from multiple protocol stacks. Since
the whole world is standardizing on
the Internet, less interest exists in sup-
porting protocols other than TCP/IP.
Therefore, most embedded TCP/IP
implementations are based on
Berkeley. In this article, | concentrate
on the Berkeley-based TCP/IP imple-
mentation, but in the last section, I've
included some references about
STREAMS.
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An Introduction to
the JetSend Protocol

JetSend is a media-independent communications protocol that can exchange
information in its proper context without any product-specific knowledge or
device drivers. This article provides an overview of the JetSend protocol.

etSend is a media-independent communications protocol, developed by

Hewlett-Packard, that provides interoperability among a wide variety of

devices in differing vertical markets. You may be thinking, “Do we really

need another communications protocol?” The answer is yes, and here is

the reason: a need exists for a protocol that supports device-to-device con-

tent exchange. True, protocols already exist for point-to-point data
exchange (FTP, IrTranP, and so on), but the problem with these protocols is that they
don’t fully describe the content being exchanged, and as a result the data transferred
is both machine dependent and OS dependent.

The fact that JetSend is able to exchange information in its proper context, with-
out any product-specific knowledge or device drivers, gives it tremendous value.
Increasingly, embedded devices are required to exchange data with other devices
directly (that is, no PC will be required). With JetSend, the user of a device doesn’t
need to know what protocol is being used to transfer data. These devices might be
digital cameras, cell phones, PDAs, printers, scanners, or set-top boxes, to name just
a few. Another compelling reason for using JetSend is that it already has support in
many of the devices just listed. All of Hewlett-Packard’s standalone printers and scan-
ners support JetSend. Also, JetSend printer support for Windows CE PDAs—
although not native—can be obtained via download from HP. This article will
attempt to provide an overview of the JetSend protocol.

Overview of JetSend

The HP JetSend protocol is a peer-to-peer communication protocol. The proto-
col allows two devices to connect, negotiate data types, and exchange informa-
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tion. With this new protocol comes a
new paradigm for job control in
embedded devices. For example, say
a person wants to print a picture
from a digital camera. The current
job control model requires the user
to transfer the picture to a printer
through a two-step process. First the
user must launch a compatible digi-
tal camera application on a PC to
receive the desired pictures from the
camera. Then a host application—
possibly the same one—prints the
desired pictures using a compatible
printer driver. In this job model, the
host computer acts as a translator
between two devices that speak dif-
ferent languages.

The JetSend job control model dif-
fers in that it is a one-step, peer-to-peer
communication process. A host PC no
longer controls the exchange of data
between two devices, which removes
the need to load a special driver on
the sending device because both
devices speak a common language.
One side effect, however, is that the
host PC can no longer be relied upon
for any data translation.

Within JetSend, all data exchanged
between devices is accomplished using
surfaces. Each surface object has a
name, a description, and content. The
description is analogous to a file head-
er, and contains information about
the type and content of the surface.
The content portion may be null,
data, or a reference to another surface
(a child surface). The data contained
in a surface is called electronic mater-
ial (e-material).

As an example, a two-page docu-
ment, one with image and text and the
second with just an image, can be rep-
resented by six surfaces, as shown in
Figure 1. The encodings of the sur-
faces are also shown. In a printing
example, the wvAssociation encoding
describes the entire document or
print job. The vPlane encoding con-
trols the layout of pages to be printed.
The wvlmage and wvText encoding
describe the content of the image and
text.
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In this example the “Textl” child
surface on the first page of the docu-
ment is a text description of the
“Imagel” picture. This description
might be something like “Billy’s first
birthday—January 01, 1999.” A raster
image of this text string is also offered

transport independent. The compo-
nents of the protocol shown in Figure
2 are as follows:

® The device-specific code is the
application itself

® The Interaction Policies control

the method of inter-

Activity Manager API routines

/* Initialization */
Tstatus jamInitialize();
Tstatus jamShutdown();

/* Buffer Managementx/
BD* jamCreateBuf(Tu32 iSize);

/* Event Handlingx/

/% Session Managementx/

Tstatus jamEndSession(void);

bAccept) ;

L

Tstatus jamGetNextEvent(JAMEVENT **pEvent);
Tstatus jamFreeEvent(JAMEVENT *pEvent);

Tstatus jamStartSession(Tchar *pAddress);

Tstatus jamListenForSession(Tchar *pDomain, Tbool

action between
devices by enforc-
ing certain types of
policies. One of the
policies—the  Job
Policy—will be cov-
ered in detail in the
section on using the
JetSend API

® The e-material
routines allow the
device-specific code
to format data to be
communicated in a
standard  JetSend
format that another
JetSend
device will be able

enabled

to understand.
Surfaces are e-mate-

J

rial

The JetSend

®
JetSend integer encodings Interaction Protocol

Nmnen Integer type

(JIP) manages the
sending and receiv-

tSINT32 ing of surfaces
® The JetSend
{SINT16 SCSSIOI.I Pr()t(Tcol
(JSP) is responsible
for managing a reli-
tUINT8

able data connec-
tion with a remote
device

® Transport Inde-

in case the receiving device does not
support the v7ext encoding. In other
nonprinting applications, surface
encodings may take on different
meanings.

Surface interaction model:
the rules of the language
JetSend is a layered protocol designed
to be machine independent as well as

J pendent (TI) layer

decouples the
JetSend stack from the OS-depen-
dent network layer

Data sent by the application layer
(device-specific code) must progress
down through each layer before being
sent out over a transport medium and
then back up through the JetSend
stack of the receiving device.

Machine independence is achieved
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through the use of e-material, which
specifies data types and formats that
do not rely on software language data
types. An example of this would be the
e-material definition of a simple inte-
ger type. The first byte of the type def-
inition is a value type identifier, which
tells what type of integer it is, as shown
in Figure 3. The byte(s) that follows is
the actual value of the integer in net-
work byte order (big endian—most
significant byte first).

The TI layer is responsible for pro-
viding a generic API to the non-
JetSend
Operating system-specific code is

transport protocols.
needed to translate generic TI API
messages into OS network driver calls
and vise versa.

Using the JetSend API

using JetSend,
device-specific code must interact with

To communicate

an API composed of three main sec-
tions:  the  Activity

Interaction Policies, and e-material

Manager,
routines.

Activity manager API. The Activity
Manager is the heart of the JetSend
API and fulfills two main functions.
First, the Activity Manager is responsi-
ble for managing JetSend sessions. A
session is a reliable full duplex com-
munication channel established
between two JetSend-enabled devices.
All user data transferred from one
device to another is conveyed over one
or more sessions. The second main
handling. The

Activity Manager manages events com-

function is event
ing from the lower layers of the
JetSend stack by providing an event
queue and polling mechanism to
process and free events. Listing 1
shows the routines that make up
Activity Manager API. More about how
the Activity Manager works will be dis-
cussed in the section on sending appli-
cation data.

JetSend interaction policies. The sec-
ond main section of the JetSend API is
concerned with supporting one or



more of the JetSend Interaction
Policies. This component of the
JetSend Protocol defines various typi-
cal sequences of interactions that
devices agree to follow. Most of the
toolkits available implement the ses-
sion policy and a portion of the job
policy. Altogether five policies have
been defined as follows:

® Session policy—how to establish and
disconnect  sessions  between
devices

® Job policy—how to send documents
between senders and receivers

® Self policy—how to exchange global
information about a device, such as
label, icon, and passwords

® Status policy—how to give status
about a device and about jobs

® Address policy—how to program
devices with new destination

addresses

Of the five policies, the session pol-
icy is supported directly by the Activity
Manager through the use of session
management routines. The session
policy defines how sessions are created
and destroyed. In the session policy,
roles for both passive and active
devices are defined. The passive
device acts as a consumer and the
active device acts as a producer. In
order for two devices to communicate,
one device must begin listening for
another device to connect to it on a
given transport channel. The listening
device opens a passive session and
waits for notification of a connecting
device.

The remaining policies—job, self,
status, and address—define how data
is formatted and exchanged between
devices.

The job policy is used to send and
receive application data over JetSend
sessions. Two methods for exchanging
data, the PUSH method and the PULL
method, are defined by the job policy.
As the name implies, the PUSH
method is used to push data from a
sending device to a receiving device, as
would be done for printing, faxing,

and so on. I will give an example of a
PUSH sender/receiver in the section
on sending application data. The
PULL method is used when the receiv-
ing device needs to be able to select
certain pieces of data from a sending
device, as would be the case for some
type of monitoring device. An exam-

ple of this might be a JetSend-enabled
digital Walkman that is able to down-
load selected songs from a jukebox-
like storage device using the PULL
method.

The self policy, status policy, and
address policy together provide the
mechanisms to convey device attribute
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The status policy, as the name implies, allows a device to obtain the
status of another device. Using this policy it is possible to report con-
ditions like paper jam, low battery, and so on.

and status information. The self policy
provides the ability for a remote
device to obtain device attribute infor-
mation. This information includes the
device’s address, name (in text and in

into the device. On network transports
like IP, the address policy can be used
to program devices with additional
addresses. The address policy allows a
network administrator to set up a well-

The PUSH sender installs callbacks for events it will handle as

part of the job policy

Interaction Policy Support

. Callback execution

Activity
Manager

Installing callbacks . -

.

PUSH Send

and posting events

a Windows icon bitmap), and PIN
number to allow support for user
authentication. The self policy is often
used in conjunction with the address
policy.

The status policy, as the name
implies, allows a device to obtain the
status of another device. Using this
policy it is possible to report condi-
tions like paper jam, low battery, and
SO on.

The last policy in this grouping, the
address policy, defines a mechanism to
convey addressing information about
additional devices available on a net-
work. The JetSend protocol doesn’t
have a mechanism to automatically
discover JetSend devices on a given
network, so the address of at least one
JetSend device must be known in
order to use JetSend to accomplish a
given task. Users program a device
with the addresses of the devices they
wish to use. For point-to-point trans-
ports like IrDA, this is as simple as pro-
gramming a single default address

known device address on a network
that holds the addresses of other

JetSend devices. Once addresses are

obtained, the type and capabilities of a
device can be discovered by using the
self policy.

E-material routines. The e-material
routines are used to create and parse
surfaces in order to intelligently
exchange data. E-material data struc-
tures have predefined data elements
and data types that include values,
strings, and lists. Using e-material
routines, simple data types like inte-
gers and strings are converted to e-
types to build
descriptions.  E-material

material surface
surface
descriptions are constructed to fully
describe user data and list possible
encodings in which the sending
device can transfer the data. This
gives the receiving device the ability
to choose an encoding that best suits
its devices’ capabilities. The process
of selecting a data transfer format is
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called device negotiation. To ensure
that devices of the same class will be
able to exchange data, a default data
format is defined. For example, the
default encoding for image devices is
300 x 300 dpi, monochrome, RLE
compressed raster data. All JetSend-
certified image devices (printers,
scanners, copiers, cameras, white-
boards, and so on) must be able to
send and/or receive this encoding
(Section 2.2.3 of the JetSend Protocol
Specification, v. 1.5). The ability to
add new encodings while enforcing
support for a default encoding will
allow JetSend to maintain backwards
compatibility. You have a device like a
digital Walkman that supports audio
clips in MP3 format. The sending
device might support new audio for-
mats while still supplying the old dig-
ital Walkman with MP3 audio clips.
The new digital Walkman can thus
take advantage of a new format, while
the old devices—having only the old
format—are still supported.

Sending data

The sample PUSH sender given in
Listing 2 at www.embedded.com/code.him
will be used to describe the steps
required to transfer user data from
one device to another (see also Figure
5). At the beginning of the routine
RunSimpleSender() the  Activity
Manager, which is responsible for
managing sessions, is initialized by
calling jamInitialize(). This sets up
an event queue inside the Activity
Manager that can be polled by the
device-specific code using the func-
tion jamGetNextEvent(). This polling
mechanism allows the device-specific
code to process events that have prop-
agated up through the JetSend stack.
Next, the PUSH sender is initialized by
calling psInitialize(). Upon initial-
ization the PUSH sender installs call-
backs for events it will handle as part
of the job policy (shown graphically in
Figure 4). To communicate from one

JetSend-enabled device to another, an

active JetSend session must be created,
which is accomplished by calling
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jamStartSession(). The transport
address is specified in this call. In this
example IrDA is selected as the trans-
port. For a session to succeed in open-
ing, a JetSend receiver must be listen-
ing for a session on the same network
channel selected in the

jamStartSession() call.

coordinates of both the image and
text objects. The receiving device then
knows where to place the objects for
display or printing. At this point the
receiver has the knowledge that the
current job consists of a two-page doc-
ument, and that the first page has
both an image object and a text object

on it. So far, no user data (content)
has been transferred.

In the next step, the sending
device requests the wvlmage surface
which contains a description of the
image data. This description is in
the form of a list of possible encod-
ings supported by the sender. The

jetsend

When a session is first established

(that is, the session opens successfully)
the PUSH receiver constructs an “IN”
surface and sends it over the newly

opened session. The purpose of the IN
surface is to inform the connecting
device that a receiver is available
which supports the job policy. Upon
receiving the remote device’s IN sur-
face, the PUSH
psInArrivedEvent event to the Activity

sender posts a

Manager. The sending device-specific
code then reads this
jamGetNextEvent() and begins the
process of sending a document.

event via

To illustrate how a document is

sent, let’s once again use the docu-
ment in Figure 2. The vAssociation sur-
face is constructed using routines
from the e-material library and then
sent out over the open session to the ° ° °

remote device. The PUSH receiver, our ]nsp.l ratlon.
called by the Activity Manager via a
callback
prJobStartEvent when the vAssociation

routine, posts a
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that the receiving device will ask that
the entire document be sent through
a series of requests to the sending
device. First the receiver requests the
first vPlane surface (or page) in our
document. The sender receives this
request as a psSurfaceRequestEvent
If you are tired of wasting time on
non-integrated tools, then Paradigm C++ is where
you want to be. Download a copy of Paradigm
C++ from http://www.devtools.com/pcpp and
see the future of x86 development tools today.

from the jamGetNextEvent() routine.
A description of the data contained in

http://www.devtools.com
the requested vPlane must then be

constructed via e-material routines
and sent to the remote device. The
vPlane description defines how a page

is laid out. In our sample document
this description would contain (x,y)
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New e-material encodings such as vCard and vCalendar are currently
being added to the specification to enable the exchange of contact

receiving device reads the list of data
encodings and requests that the con-
tent be sent in a format that best suits
its device capabilities. The sender—
upon receiving a request—sends con-
tent messages until the entire body of
the vImage is sent. The remote device
then requests the v7ext surface be
sent. Our example document has the
text content as part of the v7ext
object on page one, so once the v7ext
surface is sent, the first page is fully
transferred and can be displayed,
printed, or stored. Since there are
two vPlanes in the vAssociation surface
of our example document, the
remaining vPlane will be requested

SOFTWARE

and calendar information.

using the same techniques.

When all the data is sent, the ses-
sion can be closed or left open. A ses-
sion would be left open if additional
data were to be transferred. For exam-
ple, the sending side could have addi-
tional documents (or jobs) that it
desires to send. The additional docu-
ments would be sent in the same man-
ner as I previously described. The pos-
sibility also exists that the receiver
would want to get updates of any
changes made to a received document
by the sending device. An example of
this might be a JetSend-enabled dis-
play connected to a portable comput-
ing device.
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A few good reasons

The JetSend protocol is well suited for
embedded devices for a couple of rea-
sons. First, the protocol has been kept
simple by defining everything in terms
of surfaces. Therefore, a typical imple-
mentation of the JetSend stack on an
embedded device will be somewhere
around 60K of code. The second rea-
son is that JetSend is peer to peer, and
will allow devices to communicate with
a range of other devices, a feature
which will likely become a require-
ment as the number and usage of new
devices increase. The third reason why
JetSend is a good fit for embedded
devices is the negotiation aspect of the
protocol. Negotiation allows embed-
ded devices to support a small mini-
mum set of data formats that will be
directly used by the device. For exam-
ple an image class device does not
have to support TIIF, JPEG, GIF,
Windows bitmap, and so on, but only
needs to be able to support raster
image data in at least the minimum
300dpi RLE encoding. As long as
memory is not free, the negotiation
feature of JetSend will allow embed-
ded devices to communicate with a
wide variety of other devices at a rea-
sonable cost.

So far I have covered only a few of
the possible uses of JetSend.
Hewlett-Packard continues to devel-
op the protocol and has added
JetSend support to many of their
printers and scanners. New e-materi-
al encodings such as vCard and
vCalendar are currently being added
to the specification to enable the
exchange of contact and calendar
information. A new interaction poli-
cy, the control policy, has been devel-
oped to support remote control of
JetSend-enabled devices. Also added
to the specification is support for
proxies. As an example, an e-mail
proxy can be used to provide e-mail
support for devices that do not sup-
port e-mail, but do support sending
to proxies. To learn more about
these new features, as well as for
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additional information on JetSend,
visit www.jetsend.com. esp
John Meadows is a member of the techni-
cal staff in the E-Services Practice at

Questra Corp. He has almost 14 years of

experience in the industry, focused pri-

marily on networking and communica-
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tion protocols. Prior to joining Questra,
he worked as a software specialist for
Redcom Laboratories which designs and
manufactures Telecom switching equip-
ment for hostile environments. John has
an ASEE from Alfred State College and a
BSCS from the Rochester Institute of
Technology.
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DOB: Jan Ist, 1984 \

Salary: Peanuts. Really. mall signing bonus would be nice.

Skills: Highly experienced in the translation of C programs into machine
code for a wide variety of microntrollers. Can produce working
code up to ten times faster than a human assembler programmer.
Skilled in debugging complex programs.

Education:  George Institute of Technology, Cornell University, University of
California, State University of NY, University of East London,
MIT, Sydney University, University of Waterloo, Worcester Pol-
ytechnic, Ecole Polytechnique, Fachhochschule Hannover and
many others too numerous to mention here.

Employment: Currently employed at Microchip Inc, Cisco Systems, NASA,
Federal Reserve Board, British Railways, Intel, Siemens, Motoro-
la, Philips, Garmin, Hitachi and way too many more to list here. |
like to spread myself around.

Languages: C, assembler.
Architectures: 8051, PIC, 68000, 68HC11, 6805, V8, Z80, 8086, H8/300.

Personal: Very easy-going, undemanding but highly supportive of co-work-
ers. Not a self-starter, | prefer to work in a team, small or large. I'm

: tireless and will work 24 hours a day if required, even skipping
Q lunch breaks.

Interests: % Wow, where do I start - I've been involved in rocketry, space, en-
\ertamment defence, railroads, motor vehicles, domestic applianc-
s, toys, you name it!

1 want to be on your desktop. I want to make your application sing.
I want to bang your bits, clear your RAM and crunch your calcu-
lations. Just give me a chance - [ promise you won’t regret it!!
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Dan Saks

More on Overloading
with const

Last month, I showed you a con-

crete example of overloaded functions
that differ only in their use of const
qualifiers (“Overloading with const,”
December 1999, p. 81). My focus was
on explaining why you would want to
overload functions this way. This
month, I'll build on that example by
showing you alternative implementa-
tions for those functions, which yield
either more compact code or faster
performance.

Searching sequentially

My example is a pair of overloaded
functions named find. Both functions
search an array of double for a partic-
ular value; however, one searches a
nonconstant array, while the other
searches a constant array. The func-
tion declarations are:

double *
find(double v, double *a, int n);

double const =*
find(double v, double const *a, int n);

Each function has a return type
that’s the same as its pointer parame-
ter type. The first function searches a
nonconstant array and returns a point-
er to a nonconstant element in that
array. The second one searches a con-
stant array and returns a pointer to a
constant element in that array. I'll

refer to the first of these functions as
find (nonconstant) and the second as
find (constant).

For example,

p = find(d, x, m);

double *
find(double v, double *a, int n)

{

double *p = a;

Lt

for (1 =0; 1 < n; ++i)

Overloading on the const qualifier improves type

safety, sometimes at the cost of greater code

size. Here's how to avoid that cost, or get faster

code in the bargain.

finds the first occurrence of value d
within the first melements of array x. If
x is an array of nonconstant double,
then this expression calls find (non-
constant) and returns a “pointer to
nonconstant double.” If xis an array of
constant double, then this expression
calls find (constant) and returns a
“pointer to constant double.” In either
case, if the function fails to find a
matching element, it returns a null
pointer.

Avoiding duplicate code

Last month, I presented implemen-
tations for both functions. Not sur-
prisingly, they are nearly identical.
The definition for find (noncon-
stant) is:

{
if (kp == V)
return p;
+p;
}
return NULL;

}

The definition for find (constant)

differs from the one above only by the
const qualifier in three places:

double const *
find(double v, double const *a, int n)

{
double const *p = a;

// the rest is the same as above
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According to the C++ standard, casting a pointer-to-constant into a pointer-
to-nonconstant does not, by itself, produce undefined behavior. (Undefined
behavior is essentially erroneous run-time behavior.)

As I explained last month, over-
loading the find functions provides
greater functionality without compris-
ing safety. Specifically, this overloading
lets you search constant as well as non-
constant arrays, and capture the
results, without using casts in the func-
tion calls. Unfortunately, it also
increases the size of the executable
program by duplicating code.

You can eliminate the duplication
by defining one of the find functions
so that it simply returns the result of

calling the other, as in:

inline
double const *
find(double v, double const *a, int n)
{
return find
(v, const_cast<double *>(a), n);
}

This definition for find (constant)
hands all the work to find (noncon-
stant). Although the call in the return
statement appears to be recursive (a
function calling itself), it isn’t. The
const_cast in the argument list yields
an argument of type “pointer to (non-
constant) double,” so overload resolu-
tion selects find (nonconstant) as the
best match for the call.

Yeah, yeah, I know it uses a cast,
and I've been telling you that casts are
hazardous, and that you should stay
away from them. They are hazardous,
but they still have occasional uses and
this is one of them. Using a cast here is
an engineering trade off. I'm risking a
tiny bit of safety to avoid duplicating
code.

Actually, there’s hardly any risk
here. I'm using a cast in only one spot,
packaged so that code that calls either
find function never sees the cast.
That’s clearly better than scattering
casts around the program. Moreover,

you can easily verify—just by reading
the code—that this one cast does no
harm.

According to the C++ standard,
casting a pointer-to-constant into a
pointer-to-nonconstant does not, by
itself, produce wundefined behavior.
(Undefined behavior is essentially
behavior.)
Undefined behavior results only if the
program tries to use the converted

erroneous run-time

pointer to write to a constant object.
However, it’s easy to see that find
(nonconstant) does not write to any
elements in the array that it searches,
so it cannot produce undefined behav-
ior even when searching an array
that’s actually constant.

The previous function heading
uses the keyword inline to ask the
compiler to translate calls on the
function as inline expansions. When
it expands a function call inline, the
compiler generates code for the func-
tion body at the call site instead of
generating code that jumps to a func-
tion elsewhere in the program. Since
a const_cast is just a compile-time
type conversion that doesn’t generate
any code, the entire function body of
find (constant) is just a call to find
(nonconstant). Thus, a call to find
(constant) should generate a call
directly to find (nonconstant). In
effect, the compiler generates code as
if there’s only one findfunction in the
program.

Improving speed

If faster execution speed is more
important to you than keeping the
code small, you can use a slightly dif-
ferent, and faster, algorithm for find
(nonconstant).

The loop inside find (noncon-
stant) performs two comparisons on
each iteration:
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for (i =0; 1 < n; ++i)

{

if (kp == v)
return p;

+p;

i

The comparison in the for statement
(i < n) terminates the loop after the
search has examined every element in
the array. The comparison in the nest-
ed if statement (*p == v) terminates
the loop if it finds an element equal to
V.

If you place a copy of v just beyond
the end of the array, then the loop no
longer needs a separate test to prevent
it from searching too far. It will always
find a matching element. If it finds a
match before the end of the array,
then the search succeeded. Otherwise,
the search failed. The loop simplifies
to just:

for (p = a; *p != v; ++p)

r

but it must be followed by a test such
as:

if (p < a + n)
return p;

to determine if the search succeeded.

The problem with this approach is
that it assumes that array a has room to
store an element at index n. This is not
always a safe thing to do. The find
(nonconstant) function searches an
array of n elements. It doesn’t know
whether these n elements are the
entire array, or part of a larger array. If
the array has only n elements, then
there’s no room to store an element at
index n.

A safer approach is to store a copy
of vinto the last element of the array
(at aln-1]), rather than just beyond
the array (at alnJ). Even though find
(nonconstant) searches a nonconstant
array, it shouldn’t alter that array per-
manently. It should save the old value
of aln-11 and put that value back



when it’s done.
Using this approach, the complete
definition for find (nonconstant)

looks like:

double *
find(double v, double *a, int n)
{
double *p;
double t;
if (n > 0
{
t = aln - 1];
aln - 11 = v;
for (p = a; *p != v; ++p)
aln - 11 = t;
if (xp == v)
return p;
}
return NULL;
}

The function copies aln-11 into
local variable t, copies v into aln-1],
and then searches a. It copies t back
into aln—11 after searching but before

comparing *p with v to determine if

the search succeeded. That way, if the
search terminated with p pointing to
aln-11], the success of the search will
be determined by the original value in
aln-1], not by the copy of v that was
there temporarily.

If you use this faster algorithm for
find (nonconstant), it’s no longer safe
to use an implementation for find
(constant) that calls find (noncon-
stant). If find (constant) passes its
array argument to find (noncon-
stant), and the array happens to be in
read-only memory, the program will
lapse into undefined behavior when
find (nonconstant) tries to store v
into aln-11.

Thus, if find (nonconstant) uses an
algorithm that modifies the array, even
temporarily, then find (constant)
must use a different algorithm (such
as the original one) that never modi-
fies the array. The price for using this
faster algorithm is a program that will
be larger because it contains code for

two different find algorithms. esp
Dan Saks is the president of Saks &
Associates, a C/C++ training and consult-
ing company. He is also a contributing edi-
tor for the C/C++ Users Journal. He

B et -

@® PROGRAMMING POINTERS

served for many years as secrelary of the
C++ standards commitlee and remains an
active member. With Thomas Plum, he
wrote C++ Programming Guidelines.
You can write to him at dsaks@uwitten-
berg.edu.
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HUGH O'BYRNE

Data Memory Pagin
Management

Mapping logical registers to physical registers requires the management of paged data memory.
This two-part article explains a method to detect any potential paging errors in assembly programs.

omething is wrong, and yet
nothing is wrong. I've dis-
covered the counter isn’t
counting. I have the bug

traced down to one line,

which I know is executing:
INCF counter,f

The register refuses to change value,
no matter how long or how hard I stare
at the instruction. I check the top of
the file for the line:

counter equ h'20'
I check the data book for the syntax

I check that the
object file has the correct binary values

of the instruction.

for opcode and parameter. Everything

seems correct, but the program does
not work. Disbelief, confusion, and
even despair attack me. Finally, I
painstakingly trace the flow of execu-
tion of the program, and discover that
the data memory page isn’t set correct-
ly when the instruction is executed.

After a day of effort, this little piece of

information leads me to add just one
more instruction, and the entire pro-
gram works. I simultaneously feel frus-
tration that such a small obstacle could

have stymied me for so long and relief

that the program is finally working
properly.

This kind of scenario used to hap-
pen to me, until I devised a method to
detect any potential paging errors in
the assembly programs I write. This
two-part article describes the method I
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use, which is applicable to any proces-
sor that has paged data memory. The
first part expains what paging is, why
it's implemented on processors, how
problems can arise, and the essence of
the method for preventing such bugs.
The second part adds details so that
you can use the method to write non-
trivial assembly language programs.
Anyone who has suffered from a bug
due to a paging error may find that
part interesting and useful. I still occa-
sionally make an error in paging, but
much less frequently; and when it does
happen, I find the error far more

quickly than before.

Why paging?
To begin, I think an explanation is in
order as to why paging exists in the



first place. The reasons go back to
processor design. One of the key deci-
sions in designing a processor is what
instruction set to give it. An instruc-
tion set is essentially a set of rules that
defines what the processor does for
each combination of values stored in
program memory.

Designers want to make the instruc-
tion set as small as possible, to most
efficiently use the limited program
memory. One subset of this instruc-
tion set may add the contents of a reg-
ister to an accumulator, that is, the set
of instructions {add register 0 to
register 1 to
...}. The instruction

accumulator, add
accumulator,
set is limited, which means this subset
is limited, so only a limited number of
registers can be added to the accumu-
lator at any time. For example, if 16
values in the instruction set corre-
spond to this add instruction subset,
then any one of 16 registers may be
added to the accumulator. But a
processor may have more registers—
perhaps 64 of them. Naturally, you'd
wish to be able to add any register to
the accumulator.

You can do so by using a subtle
trick. The set of add instructions is
redefined as {add logical register 0
to accumulator, add logical regis—
ter 1 to accumulator,...}. It remains
true that under a fixed set of circum-
stances, an add instruction can only
reference one of 16 registers. The
trick is to have different sets of cir-
cumstances, so that a logical register
does not always reference the same
physical register. If you have four dif-
ferent sets of circumstances, the add
instruction could be used to access any
one of the 64 physical registers. For
instance, under one set of circum-
stances, logical register 0 references
physical register 0, logical register 1
references physical register 1, and so

T T check the data book for the syntax of the instruction. I check that

the object file has the correct binary values for opcode and parameter.
Everything seems correct, but the program doesn't work.

on, through logical register 15 refer-
ences physical register 15. Under a
second set of circumstances, logical
register 0 references physical register
16, logical register 1 references physi-
cal register 17, and so on, through log-
ical register 15 references physical reg-
ister 31. Under a third set of circum-
stances, logical registers 0 to 15 refer-
ence physical registers 32 to 47. Under
the fourth set of circumstances, logical
registers 0 to 15 reference physical
registers 48 to 63. In this way, any one
of 64 physical registers may be refer-
enced while using an instruction
(sub)set a quarter of the size that
would be needed if paging weren’t
used. The set of circumstances that
determines how the logical registers
map to physical registers is called the
current page setting, or the active page.

This economy of memory, however,
can lead to tricky bugs arising in low-
level code.

Pseudocode
Assembly languages and paging mech-
anisms can vary significantly among
processors, so I use pseudocode in my
examples. I shall fully define an imag-
inary processor’s instruction set and
paging, so no one is at a disadvantage
for being unfamiliar with a given plat-
form. The methods can easily be trans-
lated to many real assembly languages.
The pseudocode I use has one
accumulator, labeled A. The assembly
instructions all have at most one argu-
ment, labeled X, which is a register
(reg) or an immediate value (imm).
Anyone who has done extensive pro-
gramming would recognize a table
with mnemonics on one side and
expressions such as A<-A+X on the
other. Instead of using mnemonics, I
shall use the expressions themselves. A
single pseudo-assembly instruction is
of the form: expression, argument type,

argument. Thus, to add a register
named AddMe to the accumulator, the
instruction is:
A<-A+X reg AddMe

The Xin the expression stands for
the argument. The reg indicates that
the argument is a register, and AddMe is
the argument itself. To increment A,
the pseudo-assembly instruction is:

A<-A+X imm 1

A is the destination of all such “com-
mon” expressions except one:

X<-A reg RegName

Two “uncommon” expressions exist:

Page<-A
A<-Page

The first sets the active page to A. The
second puts a value in A correspond-
ing to the current active page.

There is one more instruction:
GOTO imm AddressLabel

Address labels occur at the begin-
ning of lines, with a colon after them:

AddressLabel :

(I'll discuss the pseudocode for bit
addressing, conditional statements,
and subroutine calls later.)

The argument in the GOTO instruc-
tion must always be a label, and a label
cannot be on the same line as an
instruction. The semicolon (;) is the
symbol used for comments. Wherever
a semicolon symbol appears on a line,
it is ignored, along with the rest of the
line.

There are 16 logical registers, 46
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Different areas of data memory may even have different, independent
paging schemes. What's worse is that different areas may have

physical registers, and four pages in
this (imaginary) processor. The 16 log-
ical registers are named r0 to rF. Forty
of the physical registers are paged.
They are in four pages of 10 registers
each, labelled p00 to p09 for page 0,
pl0 to p19 for page 1, p20 to p29 for
page 2, and p30 to p39 for page 3. Six
physical registers are unpaged, and
these are labelled puA to puF. Register
puA is the accumulator. Logical regis-
ters tA to rF always refer to the
unpaged physical registers puA to puF.
Logical registers r0 to r9 refer to
paged physical registers. When page 0
is active, 10 to r9 refer to p00 to p09;
when page 1 is active, 10 to r9 refer to
pl0 to p19; and so on. All instructions
that reference a register (that is, all
instructions with reg) reference by
logical register.

Note that this isn’t the only way to
manage paging. For some processors,
a physical register may map to logical
registers in more than one page, but
not in all pages, or a physical register
may map to one logical register in one
page and a different logical register in
another page. Different areas of data
memory may even have different,
independent paging schemes. (What’s
worse is that different areas may have
different but dependent paging.) I've
chosen the previous example because
it’s rather simple. The methods I
describe in this article can be modi-
fied to accommodate other paging
schemes, if necessary.

Problem

Imagine that register p20 were to be
used as a counter, and register p23
were to be used as a mask register. An
assembly language programmer might
use the following lines:

#define CounterReg rO
#define MaskReg r3

and code such as the following may

different but dependent paging.

appear in the program:

Label1:
A<-X imm 2
Page<-A
A<-X reg CounterReg
A<-A+X imm 1
X<-A reg CounterReg
GOTO  imm WhatNext
WhatNext:
A<=X reg MaskReg

Nothing is wrong with this code as
it stands. If execution starts from
Label1, then Page is set to 2.
CounterReg (r0) refers to p20, as
intended. The program goes to
WhatNext, Page is still 2, and MaskReg
(r3) refers to p23 as intended. If, how-
ever, the programmer uses p05 as a
checksum holding register, there may
be more #defines:

#define ChecksumReg r5
#define DataReg rD

Elsewhere in the program, unless
the programmer is careful, might be
another code fragment:

Label2:
A<-X imm O
Page<-A
A<=X reg ChecksumReg
A<-A+X reg DataReg
X<-A reg ChecksumReg
GOTO imm  WhatNext

Neither code fragment alone is
wrong. But if they’re in the same pro-
gram, trouble will arise. When execu-
tion starts from Label?2, Pageis set to 0.
References to ChecksumReg (r5) will
access p05, as intended. DataReg (rD)
will reference puD regardless of the
value of Page. After going to WhatNext,
with Page still at 0, MaskReg (r3) will
not map to the intended physical reg-
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ister (p23) but to a different register
(p03). This kind of trouble can be seri-
ous and difficult to track down. When
an instruction references a paged reg-
ister, the current page must be set cor-
rectly. To check that this is the case,
you must follow every possible path of
execution the program may take to
that instruction and find the last write
to Page before the
Checking execution paths from a par-

instruction.

ticular point can be relatively easy, but
checking every execution path to a
point is usually much trickier.

The fundamental cause of the pag-
ing problem is that the assembler will
only recognize logical registers, not
physical registers, and it does not keep
track of possible values held in Page at
every instruction that references a
paged register. (Actually, expecting an
assembler to do so would be unrea-
sonable. The process is quite difficult
to automate completely and correct-
ly.) In the above example, the register
whose task it is to hold the mask is
physical register p23, but it can only
be referred to in assembly language as
r3, and r3 doesn’t unambiguously ref-
erence p23; it could also reference
p03, p13, or p33.

Register names and

elementary paging tracking
The purpose of this article is to
describe a method of checking that
each identifier of a paged physical reg-
ister actually refers to the intended
register, before the assembly is per-
formed. The first step in eliminating
paging errors is to remove the ambigu-
ity. A register identifier must represent
a unique physical register, rather than
a logical register. The ambiguity is
inherent in the assembler, so the pro-
grammer must enforce this rule.
Adding a prefix or suffix to a register
name to indicate which page it’s in
would be a suitable naming conven-
tion. Thus, in the previous example,
the counter and mask registers may be
called CounterReg P2 and MaskReg_P2,
and the checksum register may be
called ChecksumReg_P0. Note that
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The programmer must take on another task, which is to determine at
all points in the program whether any particular page is active and if

DataReg needs no suffix because it’s
accessible no matter which page is
active.

The programmer must take on
another task, which is to determine at
all points in the program whether any
particular page is active and if so,
which one. For example, using {} to
enclose the relevant information, the
first code fragment would be written:

Label1:
; {Page=0,1,2,3}
A<=X dimm 2
; {Page=0,1,2,3}
Page<-A
; {Page=2}
A<-X reg
; {Page=2}
A<-A+X imm i
; {Page=2}
X<-A reg
; {Page=2}
GOTO  imm

CounterReg P2

CounterReg_P2
WhatNext

WhatNext:
; {Page=2}
A<-X reg
; {Page=2}

MaskReg_P2

The comments merely reflect the
current status of the active page. For
most instructions, the comment on
the line after the instruction is exactly
the same as the the comment on the
line before. There are two exceptions:
instructions that modify Page, and
flow-control instructions (such as
GOTO). For instructions that write to
Page, the comment on the line after
reflects the effect of that write. For
GOTO, the comment on the line after
the destination (not after the GOTO
itself) must accommodate the com-
ment before the GOTO instruction. For
labels, the comment after a label must
accommodate the comment before (if
there is a relevant comment immedi-

ately before) and must also accommo-

so, which one.

date the comments before any GOTOs
to that label.

You can see that this code fragment
will run correctly because for every
paged register referenced, the com-
ment on the line preceeding the
instruction matches the page of the
register.

Attacking the problem
Now, the second code fragment would
be written:

Label2:
; {Page=0,1,2,3}
A<-X imm O
; {Page=0,1,2,3}
Page<-A
; {Page=0}
A<=X reg
; {Page=0}
A<-A+X reg
; {Page=0}
X<-A reg
; {Page=0}
GOTO imm

ChecksumReg_PO
DataReg
ChecksumReg_PO
WhatNext

You can see that the two code frag-
ments, when written like this, will not
work together because the comment
after the label WhatNext doesn’t
accommodate the comment before
the GOTO imm WhatNext instruction.
(And if the comment after the label
WhatNext were to be changed, you can
see that the register MaskReg_P2 may
be referenced when Page is not 2.)
Two ways to modify the code exist such
that the two fragments will run togeth-
er. The problem could be fixed before
the GOTO, so the second fragment
would be rewritten:

Label2:
; {Page=0,1,2,3}
A<-X imm O
; {Page=0,1,2,3}
Page<-A
; {Page=0}
A<-X reg ChecksumReg_PO
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; {Page=0}
A<-A+X reg
; {Page=0}
X<-A reg
; {Page=0}
A<—X imm 2
; {Page=0}
Page<-A

; {Page=2}
GOTO imm

DataReg

ChecksumReg_P0O

WhatNext

Or the problem could be fixed after
the GOTO destination, so the first frag-
ment would be rewritten:

Label1:
; {Page=0,1,2,3}
A<=X imm 2
; {Page=0,1,2,3}
Page<-A
; {Page=2}
A<=X reg
; {Page=2}
A<-A+X imm 1
; {Page=2}
X<-A reg
; {Page=2}
GOTO imm

CounterReg P2

CounterReg_P2
WhatNext

WhatNext:

; {Page=0,2}

A<-X imm 2
; {Page=0,2}
Page<-X

; {Page=2}
A<-X reg
; {Page=2}

MaskReg_P2

In this type of situation, setting the
page after the GOTO destination is more
common, as in the latter example. If
there are several GOTOs to the same
label, setting the page once after the
label is usually better than doing so
several times before the GOTOs. This
strategy makes it easier to modify the
code later; if you add another GOTO,
you don’t have to remember to set
Page beforehand.

Shorthand

If you were to follow this method rig-
orously, you'd need a comment for
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Every instruction that accesses a paged register is effectively
accompanied by a proof that the correct page is active at the time,
regardless of which execution path led to that instruction.

nearly every instruction and label in
the program, which would make the
wordiness of the comments in the pre-
vious examples tiresome. For short-
hand, I use four characters to show the
possible paging values. I use a - sym-
bol for a page that is definitely not
selected, and a # symbol for a page
that may be, or definitely is, selected.
Thus, when the current page is
unknown, the comment would look
like: ;####. When you know the active
page is page 1, the comment would be
;—#— (taking the first character to
represent page 0). When the active
page may be either 1 or 2, the com-
ment would be ;-##- In addition, I
put comments on the same line as the
previous instruction (or label). Thus,
using the second fix described above,
the code fragments (put together)
look like this:

#define DataReg rD
#define ChecksumReg PO r5
#define CounterReg P2 rO
#define MaskReg P2 r3

Label1: SH#HE
A<=X imm 2 S HHHE
Page<-A ;——H—
A<-X reg CounterReg P2 ,—#-
A<—-A+X imm 1 ;-
X<-A reg CounterReg P2 ;—#-
GOTO imm WhatNext

WhatNext: SH-H-
A<=X imm 2 S H—H-
Page<-X s—i=
A<-X reg MaskReg_P2 J==H-

Label2: SHHRH
A<-X imm O SHHHH
Page<-A JH—
A<-X reg ChecksumReg_PO ;#-—
A<-A+X reg DataReg ;#—
X<-A reg ChecksumReg_ PO ;#—
GOTO imm WhatNext

Note that the rule for GOTOs and

GOTO destinations is not as clear as for
the other instructions: from one place,
page 2 may be active before a GOTO
instruction and from another place,
page 0 may be active before a GOTO
instruction. If they both jump to the
same place in the program, that place
may have either page 2 or page 0
active. Symbolically, where the com-
ment before the GOTO has a #, so must
the comment after the label. Where
the comment before a GOTO has a —, the
comment after the label may have
either symbol.

Summary of the rules to
date

This is a good point to take stock of
what we’ve learned. The logical rules
we have gathered are as follows:

® L1: variables must be identified
and tracked not by ambiguous logi-
cal registers, but by unambiguous
physical registers

® [.2: wherever a paged variable is ref-
erenced, the page associated with
the variable must be active—and
equally important, all other pages
must be inactive

® [.3: an instruction that modifies
Page will change the active page

® [4: any page that may be active
before an instruction that does not
modify Page and is not a flow-con-
trol instruction may be active after
that instruction

® L5: any page that may be active
before a flow-control instruction
may be active at the destination (s)

® L6: any page that may be active
before encountering a label may be
active after the label

These rules can be expressed in
symbolic terms:

@ Sl: any variable name given to a
register in page 0 must have the
suffix _P0O, any variable name given
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to a register in page 1 must have
the suffix _P1, and so on

® S$2: any instruction that references
a variable name with a suffix _P0O
must be accompanied with a com-
ment: ;#—-. Any instruction that
references a variable name with a
suffix _P1 must be accompanied
with a comment: ;-#—, and so on

® S3: an instruction that modifies
Page has a comment after it that
reflects the new value of Page

® S4: where a # appears in a com-
ment before an instruction that
does not modify Page and is not a
flow-control instruction, so must a
# appear in the comment after it

® S5: where a # appears in a com-
ment before a GOTO, so must a #
appear in the comment after the
destination label

® S6: where a # appears in a com-
ment before a label, so must a #
appear in the comment after the
label

The purpose of rule 1 is to identify
variables not just by logical register,
but by physical register as well. The
purpose of rule 2 is to ensure that
every reference to the logical register
associated with a variable will, in fact,
access the correct physical register.
The purpose of rules 3 to 6 is to keep
track of which page(s) may be active at
any time.

This article represents the essence
of my paging method. When the
method is strictly adhered to, every
instruction that accesses a paged regis-
ter is effectively accompanied by a
proof that the correct page is active at
the time, regardless of which execu-
tion path led to that instruction. In the
second part of this article, I will
expound on the rules to cover condi-
tional statements and subroutines,
thus making the method suitable for
use in nontrivial programs. esp

Hugh O’Byrne graduated from University
College Dublin in 1995 with a BS in com-
puter science. He’s currently pursuing an

MS in mathematics.
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RICHARD WALL

 How to

Increase
Interrupts In
. an MCU
Design

In this article, the author looks at how a hardware/software co-design
solution can stretch a given processor’s usefulness. He describes an
interrupt controller with a serial interface for microcontrollers.

hen I teach micro-
controller design
concepts, I teach
the students how to

manage three of

the most important
processor resources, namely time,
memory, and I/O pins. The challenge
for the engineer is to squeeze the last
drop of functionality out of a micro-
controller before submitting to a more
expensive processor or changing
design platforms. Interrupts are the
key to real-time control using micro-

ing

controllers. Many microcontrollers
include interrupts as a resource for
real-time management of internal
resources such as timers and A/D con-
verters, but allow for limited numbers
of interrupts from external sources. In
I will look at three

resources—time, I/O pins, and inter-

this article,

rupts—and will demonstrate how a
hardware/software co-design solution
using commonly available compo-
nents can stretch a given processor’s
usefulness.

found a

Microcontrollers have



niche in real-time control because
they are inexpensive and reliable.
Fundamental to real-time control is
the ability to control some aspect of
the environment in response to some
external stimuli, normally called
events. Two approaches to detecting
events are commonly used: polling
and hardware-generated interrupts.

When a microcontroller polls for
the occurrence of an event, the 1/O
pin or bit in a status byte is continual-
ly tested to determine its high or low
state and subsequently execute the
appropriate code. Obviously, when the
microcontroller is busy testing bits it
can’t perform other tasks. If the
processor is off running some low-pri-
ority task when an event requiring
immediate attention occurs, the
response to the high-priority event
may be delayed or missed entirely. The
necessity of more timely responses to
an occurrence requires more time
spent looking at the bit that indicates
the status of the event.

No new information can be gained
from a signal that never changes. Just
like watching out the window for the
mailman, watching for bits to change
is wasted time—unless, of course, you
have nothing better to do. Polling
should be restricted to low-priority
events and those with relatively
lengthy persistence.

Hardware interrupts have the
advantage of more timely execution of
event processing. Of course, a conser-
vation of woes exists in that hardware
interrupts make processor designs
more complex and hence more costly.
In addition, you must devote engi-
neering effort to manage multiple
autonomous events. Many good texts
describe different ways to manage
interrupt-driven real-time operating
systems. My experience with embed-
ded microcontroller design has taught

1 The challenge for the engineer is to squeeze the last drop of

functionality out of a microcontroller before submitting to a more
expensive processor or changing design platforms.

me that interrupt-handling schemes
vary depending on how much the
application pushes the capabilities of
the chosen microcontroller.
Microprocessors used in PCs and
workstations have relatively few exter-
nal interrupts and rely on priority
interrupt encoder ICs to manage
external interrupts. They interface to
the microprocessor using I/0 address-
ing space or mapped-memory I/O.
Either way, they interface through the
address and data buses. Microcon-
trollers frequently have self-contained
memory systems and, hence, no exter-
nal address and data buses. Most, if
not all, microcontrollers use a variety
of internally and externally generated
interrupts to manage the timely pro-
cessing of scheduled and irregularly
occurring events. External interrupts
require input pins to sense the event.
Regardless of the number of I/O

pins a microprocessor may have, a tru-
ism in microprocessor design main-
tains that the application will always
expand to the point that additional
1/0 is needed. Frequently, design
requirements force the engineer to
seek resources beyond the capability
of any microcontroller, such as real-
time clocks, 12-bit analog conversion,
and large amounts of nonvolatile
memory. When the speed of the appli-
cation permits, I look for ICs that have
serial interfaces with these off-chip
resources. The design that follows is
an interrupt controller with a serial
interface for microcontrollers. I call
this design SOIE, which is an acronym
for serial output interrupt expander.

What can it do?

The PLD-based SOIE design present-
ed here is capable of prioritizing eight
interrupts while using only one inter-

Basic block diagram of the microcontroller interrupt expander
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rupt pin and one output pin on the
microcontroller. The SOIE has only
two constraints: the microcontroller
must be able to sense the state of the
interrupt pin and an external master

clock must be provided. The frequen-
cy of this master clock must have a
period that is less than the minimum
time of any interrupt that is expected
to be asserted.
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Basically, the resource manage-
ment strategy trades time for I/O pins.
Once an interrupt on one of the Irql
through Irg8inputs to SOIE is assert-
ed, the IRQ goes high to interrupt the
microcontroller. The microcontroller
then toggles the Toggle pin until the
SOIE IRQ output line goes low. The
number of times the output pin is tog-
gled corresponds to the highest prior-
ity interrupt asserted. Irql has the
highest priority in this design.

Here the output interrupt signal
and the input interrupt request signals
are all positive level or active high. If a
particular application requires either
or both inputs and output to be active
low, the changes to the design border
on trivial, as you will soon see.

How does it work?

As the block diagram in Figure 1
shows, the design is broken into two
parts: the input latching module and
the pulse-counting state machine
module. I completed the design using
ISP Synario starter software by Lattice
Semiconductor Corp. I designed the
input latch module using schematic
entry and the IRQ state machine mod-
ule using ABL. HDL. As with most
schematic entry design tools, connec-
tivity can be achieved in one of two
ways: by using lines to connect pins
together or by calling multiple signals
by the same name. The signals labeled
clr1 through clr8 are examples of
connection by label.

Each interrupt input signal is first
preprocessed using the circuit shown
in Figure 2. Although synchronizing
can delay interrupt by one master
clock cycle, it guarantees that the Irq
inputs will have a minimum persis-
tence and eliminate glitches caused by
internal logic race conditions. The
logic provided by FF-1, 61, and G2 gen-
erates a pulse on each positive transi-
tion of the interrupt input signal. This
ensures that the input signal generates
only one interrupt each time the sig-
nal goes high. Since the SOIE master
clock provides the mclk signal, the
interrupt input signal must be asserted
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as long as the period of the master
clock. The pulse that is generated by
the positive transition detector is
latched in FF-2 and is stored until the
latch is cleared by the IR _clr signal
using one of the clear signals clr1
through clr7 generated by the IRQ
state machine. G4 inhibits the inter-
rupt stored in FF-2 from interfering
with the IRQstate machine if the state
machine is in the process of resolving
a previous interrupt.

Since the SOIE design is capable of
handling eight interrupts, eight of the
input logic modules shown in Figure 2
are connected together. The master
clock signal, mclk, and the interrupt
enable signal, IR_enable, are common
to all eight modules. The IRQ state
machine module generates the indi-
vidual clear interrupt signals, IR, clr.

Because only the simplest of state
machines makes any sense in schemat-
ic form, the design now uses the ABL-
HDL to describe the IR@state machine
module. Figure 3 graphically describes
the transition control and outputs for
the program in Listing 1, which you
can find on-line at www.embedded.com/
code.htm. In the reset state, the IRQ out-
put to the microprocessor is low, the
interrupt enable is high, and clear out-
puts to the input latch modules are
low. Only two types of events cause
transitions in the state table: positive
transitions on the toggle input from
the microcontroller and a positive
transition on one of the interrupt
inputs. The highest priority pending
interrupt is selected by the condition-
al transitions from the reset state.

When one or more interrupts are
asserted from the input latch module,
the state machine transitions to the “a”
state associated with N, the highest pri-
ority interrupt currently asserted.
While in the Na state, the clear output
for module Nis set to clear the latched
interrupt event as  previously
described. When the input signal from
the microcontroller makes the next
positive transition, state Na transitions
to state N — I and the clear output is
reset. Each subsequent positive transi-

State diagram for SOIE state controller

tion on the toggle input from the
microcontroller causes a transition to
the next lower state until the reset
state is reached. The IRQline and the
interrupt enable are conditional on a
low-level toggle from the microcon-
troller to prevent any pending inter-
rupts from restarting the counting

chain before the microcontroller has
an opportunity to sense the state of
the IRQline.

How does it perform?

I will now present a particle test to
demonstrate the SOIE operations
when three interrupts are simultane-
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Trace definitions for Figure 4

ously asserted. Figure 4 presents the
results of coincidentally asserting
interrupts 3, 4, and 5. Table 1
describes each trace from top to bot-
tom. The top two traces represent the
interface from the SOIE to the micro-
controller. Since interrupt 3 has the
highest priority, three positive transi-
tions on the microcontroller toggle
are required before the IRQ line goes
low. The interrupt enable (N_15) does
not go high until after the toggle line
has gone low. After that time, inter-
rupt 4 generates the next interrupt
request. After four positive transitions
on the microcontroller toggle, the IRQ
line again goes low, after which time
interrupt 5 generates the next inter-
rupt request.

The latched interrupt outputs for

interrupts 3, 4, and 5 are NO_FF2,
RO_FF2, and O0O_FF2, (designations
assigned by the Synario synthesizer).
As illustrated on those three traces,
the latched outputs persist until clr3,
clr4, or clr5 appropriately clears
them.

Thoughts about the design
process

I always try to get my students to step
back after completing a project and
reflect on what they’ve learned from
doing a design. Now it’s my turn. I'm
pleased with the EDA design tools for
both simulating and synthesizing PLA
designs. The hierarchical design
approach can be worked from either a
bottom-up or top-down approach with
equal ease. I found that mixing HDL
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modules with schematic entry mod-
ules made the design proceed more
quickly than attempting to use either
method exclusively.

I wrote an HDL module represent-
ing the logic of Figure 2 to see which
approach resulted in the simplest
design. As I guessed, the results were
identical. This outcome isn’t surpris-
ing because Synario reduces all
schematics to logic expressions before
reducing them to a minimum realiza-
tion. Since the SOIE design can be
synthesized in a number of parts, the
design present here becomes inde-
pendent of the particular PLA chosen
for implementation.

Good default setting on design
tools speeds the design process. The
design process is further simplified by
eliminating the need to research the
peculiarities of the particular parts
chosen to implement the design. This
is particularly important to those
learning a new technology or tool, in
which case the expert tool designers
have better design knowledge than the
users.

The SOIE hardware/software co-
design solution takes advantage of the
strengths of both the microcontroller
and the PLD to inexpensively increase
the capability of a microcontroller for
real-time control. The speed of the
PLD ensures that multiple events are
recognized, even though their persis-
tence may be very short. And the
interface to the microcontroller
requires only two I/O pins and mini-
mal support code—a small price to
pay for a useful solution. esp

Richard W. Wall received his BSEE from
Pennsylvania State University and MEEE
and PhD EE from the University of Idaho.
He worked for Idaho Power Co. for 18 years
in the communications, protective relaying,
and RSD departments before joining the
University of Idaho Department of
Electrical Engineering. He mow teaches
Embedded Microcontrollers and Senior
Design. His research interests include pro-
lective relaying and networked distributed
control.



Don Morgan

Simple and Effective

For the past few months, I've been
talking about how the technology of sig-
nal processing, specifically filter tech-

nology, is based on precepts that each of
us knows and uses everyday. Much of

the discussion has involved averages
and moving averages that have yielded
simple but effective FIR and IIR filters.

In this issue I'll present a simple fil-
ter, based on an analog filter, that’s
easy to work with and produces nice
results: the state variable filter. It’s
made up of two integrators and some
summing, just as with its analog equiv-
alent. It’s a remarkably simple device
that produces some interesting effects.

State variable filter

The state variable filter is a popular
design for analog products. It’s easy to
design, and easy to tune and stabilize
compared to the Biquad and other
multi-feedback filters. One of the most
interesting aspects of this filter is that
it will also produce as many as four
possible outputs at once—lowpass,
highpass, bandpass, and notch. As you
can imagine, this capability makes it
useful for many applications.

I've discussed many simple digital
filters in this series, but this is the first
second-order IIR filter. I'll begin by
presenting the parameters necessary
to make this filter work, and then I'll
illustrate ways to use the filter.

Compared to the analog version,
the digital state variable filter is also
easy to design. Actually, it is even easier
to design and implement than the ana-
log version. It’s efficient, especially at
the lower frequencies where other fil-
ters will begin to fail, and requires little

math for what it does. You need only to
tell it the cutoff frequency (this must
be less that 1/3 the sampling rate) and
the Q, or, inversely, the damping.

Q is a measure of resonance—the
higher the Q, the narrower the band-
width at a particular pole location. On
the splane, the closer a pole is to the
imaginary axis, the higher its Q. In dig-
ital terms, the higher the Q, the closer
the pole is to the unit circle. For those

frequency (fs/fc) but since there are
some nonlinearities involved at the
higher frequencies, we use:

a=2%sin| 1 * pL)
-
We will call this the cutoff_ frequency.
Because of its ease, and these two
tuning controls, the state variable fil-
ter is popular for very low frequen-

A digital state variable filter is easy to design,

tune, and stabilize. With it, you can create as

many as four possible outputs at once.

mechanical types, Qis a measure of the
spring tension used in the spring-mass
model of the differential equation.

As a side note, Qis one of the main
points of difference among the stan-
dard filter types. For the Butterworth
filter, the Q is 1/+2 | This produces
the nice round transition point at cut-
off frequency. A higher Q will result in
a bump at that point (that becomes a
peak if the Qis increased further). For
parametric filters and parametric EQ
systems, Q is the component that you
manipulate to vary the peaks and val-
leys in the spectrum. In the routine
below, I am actually using the inverse
of the Q, known as the damping factor.

The other factor that you must sup-
ply is the proportion of the sampling
frequency you desire as a cutoff, or
corner frequency. Normally, this
would be a simple matter of dividing
the cutoff frequency by the sampling

cies and very high Q (Q = 50). You
will quickly realize that because of
the simplicity of this filter, you can
create still other outputs and effects
by adding poles, or zeros, in well-
chosen locations. And, since the
notch output is the sum of the low-
pass and highpass outputs, it’s sim-
ple to make a tunable output by
using a coefficient that is less than
one for one (or both) of the compo-
nents. In this way, providing a shelf
as well as controllable corner fre-
quency for your filter is possible.

In pseudocode, we may describe
this filter as:

lowpass_out = last_lowpassout + (last_
bandpassout * cutoff_ frequency)
Lp(n) = Lp(n=1) + (a * bp(n-1));
highpass_out = input-lowpass_out-
(damping_factor * last_bandpassout)
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hp(n) = x(n) = Lp(n) = (k * bp(n-1));

bandpass_out = (cutoff_ frequency
*highpass_out) + last_bandpassout
bp(n) = (a * hp(n)) + bp(n-1);

notch_out =
pass_out
ntch(n) = Lp(n) + hp(n);

lowpass_out + high-

Actual code

All the plots were created using the
DSP code in Listing 2 (all the code
for this article can be found on the
ESP Web site at www.embedded.com/
code.htm) and an Audio Precision
audio spectrum analyzer. If you don’t

have access to this equipment, but
you do have Matlab, you should get
comparable plots using the code in
Listing 1.

Listing 1 shows a Matlab M-file that
you can use to test this filter. You may
use it to generate some of the plots
and some of the filter configurations
that we will talk about in a moment.

If you prefer, Listing 2 shows the
basic code implemented for DSP56002.
Embedded within the last few lines are
the changes necessary to produce the
other examples I'll mention later.

This code was not optimized.
Instead, I opted for clarity and easy
adaptability. I encourage you to play
with and improve it.
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How can we use this filter?

Obviously, you can generate the neces-
sary basic functions that you use so
often in any application: lowpass, high-
pass, bandpass, and notch. But because
of the controls this filter uses, you can
do some things here that you may not
have wanted to try with other forms of
second-order filters, such as the Biquad.

With the state variable filter, we
have direct control of the corner fre-
quency and Q of the resulting filter,
without resorting to complex calcula-
tions or tables. This means that you
can easily create tracking filters, para-
metric filters, and sliding and shelving
filters that work in real time without a
lot of fuss. First, let’s just examine the
basic operation.

Figure 1 is a plot of the lowpass out-
put. Here the sampling rate was
48kHz, the cut-off frequency was
100Hz, and the Q is three. I opted to
make the Q and cutoff frequency
memory variables so that they would
be easy to adjust on the fly.

Figure 2 is a plot of all the possible
outputs from the filter. The frequency is
still 100Hz and the Qs still three. Please
note that this is a relatively high Q and
may not be suitable for all applications.
As I mentioned, a Butterworth filter
would have a Q of 1/+2 which produces
the smooth turnover point that is so
familiar. Varying the Q on a lowpass or
highpass filter will vary the smoothness of
the turnover point, while varying the Q
on a bandpass filter will narrow the band-
width and increase the gain at the peak.

Parametric filters

By definition, a parametric filter is one
that allows you to control every aspect
of its construction. In audio applica-
tions, this often means control over
gain, Q, and frequency. There are sev-
eral reasons to want such control. This
is useful for correcting the output of
your equipment for aspects of the
environment that are not as they were
when the audio was recorded. Two
aspects of this environment are the



room and speakers (or headphones).
Spectral charts are available for many
of the speakers on the market today,
so that the poles and zeros of these
transducers can be corrected for in
the amplifiers. In addition, the room
will contribute its own resonant points
and points of attenuation that may
need to be overcome.

Parametric filters with adjustable Q
are built into many crossovers, allowing
the user to adjust for these things. A
two-way crossover will have a highpass
filter and a lowpass filter whose skirts
meet at 90 degree phase shift, making
this state variable filter a viable candi-
date for this purpose. The crossover
will also have a Q adjustment to allow
some frequencies to peak in each band.

In this case, you may use the filter as
is, adjusting the corner frequencies and
Q to match. If other peaks are needed,
additional state variable filters could be
created using the bandpass output for
frequency and Q for peaking.

Parametric equalizers are similar,
but have many more bands. If you pre-
fer to make an IIR equalizer, the state
variable may serve you as well with its
bandpass or notch outputs. Peaks and
valleys in the spectrum may be created
by varying the Q and summing with
the bandpass outputs. Figure 3 illus-
trates what the bandpass output would
look like with varying Q.

Shelving/sliding filters

Many forms of the sliding and shelving
filters exist. I have described many of
them in this column.

One of the most popular applica-
tions for this filter mechanism is in
noise suppression. The sliding filter
uses a control to detect where the
actual (desired) audio is and it moves
the corner frequency to a point just
outside that part of the spectrum. This
may be a highpass or lowpass filter.
Anything outside that portion of the
spectrum is attenuated.

A shelving filter is similar to the
sliding filter except that it has an
adjustable stopband. That is, the stop-

® SPECTRA

The bandpass output with a Q varying between 20 and 1

Shelving filter using the state variable filter

band may be adjusted up or down in
level, to suit. In audio applications, the
shelf is usually quite deep for high lev-
els and shallow for low levels.

This is the first time I present a slid-
ing/shelving filter with a Q adjustable
on the fly. We will make this filter from
the notch output simply by adding one
more variable: shelf. You can see it in
the DSP code in Listing 2. The variable
is used as a coefficient for either the
highpass portion or lowpass portion of
the sum. It is typically less than one.

Thus, we multiply either the high-
pass input or lowpass input by this
value and perform the sum as usual.
Figure 4 shows an example output. In
this case, the shelf was applied to the

highpass portion. The result is not a
perfect shelving filter due to the deep
attenuation where the two filters meet.

Next month...

Next month we will explore some
other simple but useful filter mecha-
nisms. Following that, I'll start looking
at how to make sound using digital

signal processing. esp

Don Morgan is senior engineer at Ullra
Stereo Labs and a consultant with 25 years
experience in signal processing, embedded
systems, hardware, and software. Morgan
recently completed a book called Numerical
Methods for DSP Systems in C (M&T).
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Protecting Your World |

KIDDE-FENWAL is recognized the world over for our excellence and leadership in §
the development and manufacturing of fire protection systems and commercial/indus-
trial controls. We are also recognized for the outstanding salaries, comprehensive ben-
efits packages and real advancement opportunities we provide our employees.

Spark up a new career with Kidde-Fenwal.

© Software Engineers-Detection and Alarm

d professionals to design, develop and implement embedded and PC application software to support
products in the fire detection and alarm industry. Responsibilities also include the analysis and investigation of
major software engineering project tasks; the definition of design specifications and analysis of system architecture
requirements; the development and application of major routines and software test plans and the resolution of
difficult hardware/software compatibility and interface design considerations.

Selected candidates will have a BSEE, BSCS or equivalent and at least 3 years' experience in embedded software
development.
1. C,Assembly and C++ are essential.
2. Experience with Hitachi, SGS Thomson and Motorola 68332 is a plus.
3.RTOS and object oriented design experience is a plus.
4. A strong background in data communications and networking with knowledge
of process instrumentation and industrial controls is helpful.

KIDDE-FENWAL provides customers in the commercial, institutional, industrial and marine markets with a com-
plete range of special hazard fire protection systems. These products include conventional and high sensitivity
smoke detection systems, fire alarm and control equipment and fire suppression systems.

KIDDE-FENWAL is an ISO 9001 registered company and has various product approvals through UL, FMRC,
AGA, government and international approval bodies.

KIDDE-FENWAL, a $140 million company, has approximately 460 employees at its Ashland site including assem-
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We offer a competitive salary

v&ww; I'd‘de-‘fenWaI.com }

bly, sales and marketing, administration and engineering personnel.

and excellent benefits including health, dental, life and disability coverage as well as
retirement and 401 (k). Qualified candidates should forward their resume to:

Human Resources

Kidde-Fenwal, Inc.

400 Main Street, Ashland, MA 01721
Fax: (508) 881-6134

Email: jobs@kidde-fenwal.com

We are an Equal Opportunity Employer

Where creative minds gather

% ® @ B

Applied
fg / Signal

Stretching the intelligence universe

Take the most creative minds in the industry, match them up with Applied Signal Technology Inc.’s years of experience and expertise, and what
you have is a convergence of talent and intelligence unsurpassed anywhere on the planet today. It's all happening right now at Applied Signal

Tt’(‘hn(’[()f,)’ Inc. Technology, Inc. We are creating premier digital signal processing equipment for the industry and govemment sector.

Network Systems Department

The Network Systems Department is a leader in developing satellite network management
systems. The Network Systems Department is combining state-of-the-art networking technology
with digital signal processing to provide networked system solutions to our customers. This
department currently has opportunities in the following areas:

Software Engineering Leads

Database

You will work with UNIX & NT based database applications (Sybase, Oracle, etc.) and C/C++

for state-of-the-art satellite network mgmt. systems. Resp. will include database application
enhancements, database architecture design, improvement of existing databases & performance tuning.
GUI

You will be responsible for developing, modifying, implementing and maintaining graphical user
interfaces for state-of-the-art satellite network management systems.

Networking
In this position you will be responsible for developing and implementing
network state-of-the-art satellite network management systems.

Personal Communication Systems Division

Software Engineer

You will work with a small documentation team and be responsible for developing and maintaining
embedded software for signal processing products. You will design, code, and unit-test C based
real-time software in a Unix and/or Windows NT systems, and be involved in integrating this
product into state-of-the-art communication signal processing systems.

Program Development

You will manage devel. programs or a product line within the Personal Communication Systems Division.
Resp. for the acquisition of new and follow-on contracts; organizing, coordinating, & managing programs
after award; customer interfacing, & coordinating the evolution of one or more successful product lines.
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Multichannel Systems Division

The Multichannel Systems Division performs state-of- the-art R&D for the signal reconnaissance
requirements of the intelligence community. Our equipment fits into all aspects of a typical
signal reconnaissance system, from collection products through wide band processors and,
ultimately to the final store and forward devices.

Software Application Processing Engineer

You will be a member of a small team developing workstation software for a high performance
signal processing application. Familiarity with Client/Server software architecture, device inter-
facing, and C/C++ development on Unix or PC NT platform is mandatory.

Hardware Design Engineer

Digital hardware design to develop deliverable, manufacturable equipment for communications
and signal processing applications. Involves use of FPGA's DSP (TMS320 family) processors,
VME standards, and emulators for card debug.

Program Management

Responsible for technical management of government contracts with staff of 5-10 engineers,
involving development of hardware, software or systems. Experienced in customer presentation,
status reporting, eamed value, and proposal writing.

Please send your resume indicating position to: Applied Signal Technology, Inc.,
Dept. CP/DD, 400 West California Avenue, Sunnyvale, CA 94086 or fax to: (408)
774-2700, or e-mail to: resume@appsig.com.

For additional information on these and other positions, see us on the web at
www.appsig.com. All positions require U.S. citizenship and the ability to obtain a
security clearance. We are an equal opportunity employer.

WWW.-appsicg.comn
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Software and Hardware

Free Resume Assistance
All fees are employer paid

ITENENQines( “inc)

- EIN A Era Talent Firm

Il Y OUr embedded career
options source

PR R TIEe across North America */

847-619-9800

EVEM 628. 5560

AR workingEngines.com

Rubin Response Management Services, Inc. {Complimentary [PRTT SRRSO

INIRZYE c mployer paid.}

request a quote on-line at www.rubinresponse.com

Embedded Systems Programming january 2000 91



http://www.nesnet.com
http://www.nesnet.com
http://www.rubinresponse.com
http://www.workingengines.com

Serial, parallel, &
LAN interface

® C/C++ level
Chameleon
Debugger

* Multi-core
debugging

www.sighum.com

800-838-8012
805-523-9774
Fax: 805-523-9776
11992 Challenger Ct. * Moorpark, CA 93021
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2 Full Simulator, and Nohau EMUL51-PC versions
2 Turbo Debug Power plus Windows ease-of-use

Download a 30-Day T

www.chiptools.

905-274-6244

7 CH[PTOOLS FAX 905-891-2715

mmmngABBmw

!ATURE PACKED CONTROLLER

- Gain hlgh performance
% control at minimal cost
with Z-World’s JackRabbit™
single-board computer.

: $49 qty. one

= C-programmable = 40+ 1/0 include digital 1/0,

= Fast clock to 22MHz ~ RS-232/485 serial ports,

= 6 timers & watchdog  A/D & D/A converters and
25 high-voltage outputs

Includes:
o JackRabbit™ single-board computer  * Prototyping board
* Dynamic C® development software * Power supply
and documentation on CD-ROM * PC serial cable

Order online @

WA 39:) www.zworld.com

or call toll free 888.362.3387

2900 Spafford Street Davis, CA 95616 USA =  Tel 530.757.3737 =  Fax 530.753.5141
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Emulators that change
50 you don't have to.

iSYSTEM™ in-circuit emu-

lators and software pre-

serve your investment in

time and capital. Migrate to 68K, 683XX, MCORE,
any of 300+ devices with a simple MPC, 8051, 80X86,
swap of the pod or a software setup. €500, Z80/180, CR16,
And retain the same user interface
with winIDEA™, our integrated development environment.
Adaptable, powerful, and easy to use—that's great value.

Call for your free demo CD
1 888 543-5300

¢ .
1 | usa@isystem.com
%y www.isystem.com

In-Circuit Emulators

5 ft. cable

- Plug-in boards or RS-232 box

- Choice of user interface: DOS, Windows or Borland
keypress compatible. Hosted on PC’s or Workstations

- Supports virtually all derivatives of the 8051 family.

- Source-level Debugger with complete C-variable support

- Real-time emulation speed up to 42 MHz

- 64 bit wide, 256K deep trace with time stamp and

"source line tracing."

Fax-0n-Demand Call for a
Literature Request Service | Free Demo Disk.

4063762912 | (408) 866-1820

NOHAU o

CORPORATION Fax (408) 378-7869

PIC AND MANY MORE. |

PowerPC

RTOS

Low Cost
No Royalties
Source Code included

Multitasking kernel, TCP/IP,
file system, GUI, native
drivers

¢ Diabsds, High C, Code-

Warrior

e Delivered running on RPX-

Lite or MPC860FADS
www.smxinfo.com/

ppces.htm

GALEP-II

Pocket Mult:tprogrammer

# Programs 8-bit and 16-bit
EPROMs, EEPROMSs, Zero
Power RAMs, Flash, serial
EEPROMs @ GAL, PALCE,
ATF & 87xxx, 89xxx,
PIC12/16/17Cxx # All DIL 8
devices without adaptor ¢ Lightning fast &

parallel data transfer (e.g. 27C512 read/compare 2 sec'j * Power
supply independent due to rechargeable battery ¢ Uses PC printer
port ¢ Hex, JEDEC, and binary file formats ¢ Hex and fusemap
buffer editor ® Split & shuffle for 8-bit, 16-bit and 32-bit targers ¢
Runs under Win3.1, 95, 98 ¢ "Remote control’ by DDE scripts ¢
Designed for the future due to flexible pin driver technology - new
devices will be added every month ® Device list, demo software and
lifetime free updates from our website www.conitec.com!

GALEP-111 Set with cable, battery, recharger... $333,00

PLCC Adaptor for 8-bit EPROMs / 16-bit EPROMs / GALs .... each $149.00

95 CONITE( 1951 #thAve, ste 301 «San Diego, CA 92101
Tel: (619) 702-4420  http://www conitec.com

Fast. Reliable. Affordable.

Parallel port Parallel port
EMP-20 EMP-10
EMP-30

$449.95 - j $219.95
$995.00

NEEDHAM'S DEVICE PROGRAMMERS are the easiest and most

cost-effective way to read, program and verify 2716 — 8 meg

EPROMS. Support for Micros, Flash, EPROM, 16-bit, PLDs, Low

Voltage and Mach (call for support list for specific models, or download

demos from our BBS or web site). Easy to use menu driven

software features on-line help, and a full-screen editor. Support

for macros, read and save to disk, and split and set options.

* Free technical support » Free software upgrades

* 1 to 2 year warranty on all parts and labor

* 30-day money-back guarantee * Made in the U.S.A.

* All models include software, on-line help, cables, and
power transformers (where applicable)

(916) 924-8037

NEEDHAM ELECTRONICS, INC.
4630 Beloit Drive, #20, Sacramento, CA 95838
FAX (916) 924-8065 * BBS (916) 924-8094 CE

(Mon. - Fri. 8 am — 5 pm, PST) s = | 1
http://www.needhams.com/ - | J-J

Parallel port

i Upto 300 KHz
ADC, DAC

f-Enginedt

Low-cost, High Performance, Compact,

Reliable, Easy to program in C/C++

© 3.6%2.3'", 40 MHz Am186ES

@ 19ADC, 6 DAC

® 16-bit
SRAM
& Flash

® 40+ 1/0s,
3 UARTs,
RTC, Timer,
PWM

We have 30+ Low Cost Controliers with ADC, DAC,
solenoid drivers, relays, PCMCIA, LCD, DSP motion
control, 10 UARTs, 300 1/0s. Custom board design.
Save time and money!

1724 Picasso Ave., Svite A
Davis, CA 95616 USA
TERN I.i: ;/:wss-ona * Fax: 530-758-0181
tip://www.tern.com . [ .
INC.  tem@netcom.com - @E
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= Programs over 1200 devices

(E(E)JPROM, Flash,Serial, PALCE, GAL,875x/895x,
93Cxx, 17xx,PIC1 6xx)

Fast parallel link to any PC, even laptops
40-pin universal pin driver and current limit
On-board processor and built-in power supply
Unbeatable programming speed

Checks for incorrect device insertion
Automatic EPROM ID search

Supports WIN95/98/NT

NO fans & modules are required in circuit
Made in USA, Lifetime free software

Visit web site for demo software

i Sunnyvale, California, USA
Tel: 408=734=8184

E([],/TooLs Fax: 408=734=8185
www.eetools.com

rom|CE
vithTrace

The Leader in Memory Emulation

* Trace to pinpoint startup problems
and isolate real-time bugs.

* Code Coverage to verify execution
and speed up QA.

* Ultra-fast downloads via Ethernet,
parallel and serial ports for Unix,
Windows 95/NT and DOS.

Grammar Engine Inc.
Call Toll Free:

1-800-776-6423

www.gei.com

Al tools qualified by /!9 e
Scenix Semiconductor s“lsn

« Supports SX18/20/28/48/52 « In-circuit run-
time debugging « Real-time code execution
« Source level debugging e Built-in programmer
« Real-time breakpoint « Conditional animation
break « External break input « Frequency
synthesizer « Selectable internal frequency
« External oscillator support « Software trace
« Unlimited watch variables « Parallel Port
Interface « Runs under Win 95/98/NT
« Comes with SASM Assembler
Single, Gang Programmers and SMT adapters

are also available
TransdA

A

Dallas, Texas

Tel 972.980.2960 WWW. adv-transdata com

PROMJet

*Fastest data transfer 1.2~4Mbit/S.
*Ethernet or Parallel connection.
*16 virtual COM channels.

*Large capacity (up to 32Mb).
*Fast access time (up to 25ns).
*Source-Level and RTOS task-aware
debugging with industry leading
debuggers.

*Automatic support for 2-5V targets.
*Simultaneous access to emulation
memory while target is running.

DebugJet

*Supports standard JTAG protocol for testing and debugging.

y* *Supports BDM protocol for CPU32 and Power PC debugging.
*Optional TraceJet for hardware tracing and Breakpoint support.
*Target network connectivity without ethernet on target by using

30-day money-
back guarantee

PROMJet.
EmuTec Inc. Tel: 425.267.9604 Fax: 425.267.9507

Web:www.emutec.com

Email:emutec @ emutec.com

SB-56K Multi-DSP Emulator

It's Small, but Don’t Let
the Half-Size Fool You

New half-size CPU boards from MCSI are
workhorses. Wether you are looking for a 386
or Pentium/MMX, MCSI has what you need.
Don’t take our word for it. See for yourself.

Support for the Motorola DSPs:
DSP560xx, DSP563xx, DSP566xx, DSP568xx

o Customer service o Engineering services SB-56K supports any combination and any count (up to
‘ i ] 6 ey 6 e 255) of the devices from the above families. With its
¢ Evaluation program ® ( ompetitive pricing accurate counter allowing to measure code execution
(benchmarking), small size (1"x2.5"x4"), high speed

I ——— Y

E RS-232 interface, the SB-56K can provide independent

= support for multiple devices with option to access each
E 3 device on the target board from different workstations
connected through LAN, WAN or Internet.

mbedded PC Spec

Call Now 888 2327826

b} 1700 Alma Dr.,#495 Plano, TX 75075
MCS1 is an IS0 9001 certified company. 1§E OMAIN Tel-:(972) 578- 1121"{]:) aé df;za)l:;i 1‘:%8':
www.mcesil.com e e-mail: mesi@mesil.com CHNOLOGIES, e

www.domaintec.com
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= Debugger + Programmer + DemoBoard

« For PIC12/16/17 « 3-5volt emulation s 64K
program memory « 32K real-fime trace
« 12-clip external probe « Source level
debugging « External break input « Trigger and
break output « Real-time breakpoint
« Unlimited software break and trigger points
« Selectable internal frequency « Unlimited
watch variables e Parallel Port Inferface o Runs
under Win95/98/NT

Probes for 16F87x and 16C77x by Jan 2000
With data break support

« Designed for 16F87X « Can alse support
most 16C6X/7X « In-circuit run-time debugging
« Real-time code execution « 2.5-6V operating

voltage » Source level debugging e Built-in

programmer « Real-time breakpoint

« Conditional animation break « 2 External

break inputs « Selectable internal frequency

« Software trace « Unlimited watch variables
« Parallel Port Interface « Runs under PICICD
IDE (Win95/98/NT) or MPLAB (Win95/98)

C O R PO REAT I ON

Dallas, Texas Dallas, Texas

Tel 972.980.2960 WWW.adv-transdata.com Tel 972.980.2960 WWW.adv-transdata.com
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TechTools ™ ROM Tools

Save Development Time by using a TechTools
Emulator in your memory Socket. Modify, down- @
load and test code in a matter of seconds. Ni
Become even more productive with the Advanced 2
features only available from TechTools.

Serial in, graphics out.

Almost too easy.

Easy to use, Economical EPROM Emulator.
High-speed, Reliable, EPROM Emulation at a reasonable price.

» Fast Download (i.e. 512Kbit file in 1.5 seconds or less)
+ Fast 90ns & 45ns access times.
« Read-back, Verify and Self-test Functions.

G12032 Serial Graphics Display
120x32-pixel LCD w/backlight
Jump-start your design project with our
easy-to-use serial graphics LCDs. Works
like a tiny terminal at 2400 or 9600 bps.
Stores custom fonts, bitmap screens in
EEPROM. Order today, show a product
with a graphics display tomorrow!

Full-screen editor, QuickLoader, batchable loader & utilities included.
All sizes and speeds can be Daisy-chained together and individually
addressed from one LPT port

Memory retention for true power-up emulation.

Low voltage Target Adapter with Ext. Power supply available

* 8 bit & 16 bit Models available up to 4 Mbit.

EconoROM™ I1
From $149.00

Ultra FAST FLASH and EPROM Emulator with powerful special features:
EPROM and FLASH Emulator with Address Snap-Shot & Trigger Circuit.

« Target Write-back. « Arbitration support. * Fast 90ns & 45ns access times.
* Ultra Fast Download (up to 2.5 Mbit per second).

* Daisy-chain port for multi-unit operation.

* Full-screen editor, QuickLoader, batchable loader & utilities included.

www.seetron.com

Scott Edwards Electronics, Inc.

C Library & DLL » On-The-Fly editing
Snap-Shot circuitry captures the target's most recent access.
Trigger circuitry generates a trigger each time the target accesses
& ™
"IEXR()I\l I a user-specified address.

From 3349'00 * Low voltage Target Adapter with Ext. Power supply available
* 8 bit & 16 bit Models available up to 8 Mbit.

68HC12

Advanced Memory Emulator with No-Impact, 'LIVE' Access.

UniROM not only emulates EPROM, Flash

debugging, Live editing, Live Watches and a
robust library for custom applications.
UniROM is the only Memory Emulator that
allows real-time 'Live' editing and monitoring

and SRAM, but also adds hardware assisted

UniROM”™

"LIVE" Editor Included

QuickLoader™ Software

Win95/NT QuickLoader Software
provides a quick “1 Click” method
of converting and downloading
files to the emulator from the
Windows Environment.

with zero impact on the target system.

From $595.00

TechTools

Email Request:
sales @tech-tools.com
Telephone: 972-272-9392
Fax: 972-494-5814

(Included with all FlexROM Il and
EconoROM |l Emulators.)

www.tech-tools.com

TECh TOOI S s Embedded Systems Development Tools

Copyright © 1998, TechTools, P.O. Box 462101, Garland, Texas 75046-2101 * EconoROM, FlexROM, UniROM, QuickLoader,
the “Wizard" symbol and TechTools are trademarks of TechTools, P.O. Box 462101 Garland, Texas 75046.
« All other trademarks are trademarks or registered trademarks of their respective company.

The

pFlashTCP
Ethernet
TCP/IP stack and 2 serial ports in a pack-

10BASE-T
full-function

gives you

connectivity, a

age 30% smaller than PC/104 solutions.

Field-proven TCP/IP stack, DOS and PC-
compatible BIOS make development quick
and casy. Prices start at $169 qty 100.
Development kits are available.

Call 530-297-6073 Fax 530-297-6074
Check our web site for the latest updates

www.jkmicro.com/uflash

JK microsystems " JK microsyste
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From the Author
of WATTCP

DOS
Realtime
Kernel with
TCP/IP Support

Preemptive & Cooperative threads
Critical Section Protection
Interthread Messaging

Complete Re-entrant TCP/IP

Web, CGI, FTP, Email, Telnet
Web Graphics

Interrupt-driven Serial Support

www.ertos.com
Call 530-297-6073 Fax 530-297-6074

Real-Time Debugging

* DG128, DA128, D60,
BC32, B32, A4 etc...

» Flash and EEPROM
programming

* Page mode debugging

» Hardware breakpoints

* Hot plug

* Cosmic, Hiware, IAR,
Introl support

Call toll free:
888-88-DEBUG
for free
evaluation

Noral Micrologics, Inc.
The Debugging
Company

Tel: (508) 647-0103
Fax: (508) 653-1828
harrye@tiac.net
http://www.noral.com

The Debugging Company

V‘esta Technology, Inc.

Single Board Computurs for the 21st Century

32

3) 422-8088

www.sbc2000.com



http://www.tech-tools.com
http://www.noral.com
http://www.jkmicro.com/uflash
http://www.ertos.com
http://www.sbc2000.com

The Complete Package

for Professional Embedded
Systems Development Tools

C Cross Compiler :
Macro Assembler i
Simulator Debugger
RTOS

In-Circuit Emulator
Universal Programmer
Extensive Chip Support |
Quality Tech Support ‘

AVOCET

(207) 236-9055 (800) 448-8500
P.O. Box 490, Rockport, Maine 04856
sales@avocetsystems.com
www.avocetsystems.com

Blunk
Microsystems

$5K RTOS
$5K LAPB
$5K TCP/IP
@D $5K  Flash File System

| Royalty-free
[ZI Source code included

7] CodeWarrior™ CPU32
and MPC860 Integration

(408) 323-1758
www.blunkmicro.com

£all Sherry Bloom
for details.

Tel: 415.905.2701

~ Fax: 415.975.3111
Email:

sbloom @mfi.com

"The best emulator
I ever used!"

« more than 500
derivatives supported

« small emulation probes

« real-time access to internal bus

« can trigger on internal bus events

« cascading triggers

« trace with timestamps

« dual-ported emulation memory

« external trace and triggers
excellent HLL support

hitex B code coverage

DEVELOPMENT TOOLS -« performance analysis

1-800-45-hitex www.hitex.c

Data 1/0 customers,
you can save time and money

by switching to Advin. If your out-
dated model cannot program
the newest ICs in the market today, you
may get a brand new unit from Advin
at less than the cost of a S/W
or H/W update.

From the folks at Advin.
We have made thousands and thousands of
customers happy for more than ten years. Please
call us or visit our web site. We'll not fail you.

. 1-888-GO-ADVIN
Ad‘ ’ln 408-243-7000
www.advin.com

EMBEDDED INTERNET MADE
EASY’ with the

DOS StampIM

* Free TCP/IP, PPP,
Mini-server

*» Easy to Use

* Low Cost

* Low Power

* Tiny Size

* High Speed

* DOS Environment

Easy Software Development: Use your C/C** or Basic com-

piler to produce DOS EXE. Download EXE to flash disk via serial

port. EXE runs on power up.

Standard Features: BIOS & DOS-ROM, 128K flash disk, 512K

SRAM, 40 MHz AM188ES CPU, 16 digital /0 (opto rack inter-

face), 2 RS-232, 2 timer/counters, simple bus interface, real-

time clock with timed power-up

Options: 8-ch 12-bit ADC, flash disks up to 288 MB, 1 RS-485

Tiny Size, Low Power: 2°x2.6", 5V @ 200 mA at full speed.
Visit http://www.bagotronix.com for info, prices, and FAQs

}‘DBAGOTRONI)C <

2900-1 Crescent Drive )
Tallahassee, FL 32308
850-942-7905 phone & fax @

IN-CIRCUIT
EMULATORS

The Right Emulator at the Right Price!

8051 = 68HCOS * 6BHC11 Analog Devices = Atmel = Dallas
COP8 = CR16 = DS80C320/520/530 Intel = Motorola = National = NEC = OKI

TXESK ® 78KA* SM600O/SMBS00  Philips = Sharp = Slemens = SST
Temic = Winbond

Nty

Real-time/Non-intrusive
Rentals available

Windows-Based Interface
Source-level debug

7, IMela

Corporation

®

NOW!
Optimised
ANSI C
on the
Microchip ?

Small & Powerful Embedded Controller
3865X40 CPU Board Series

C, DC/DC, Digital /0,
4-port RSZJZ Ethernet Unk,VGA. etc

NUCLEUS Electronic Corp.

801 S. Lemon Ave. Walnut, CA 91789
Tel: (909) 468-5700

Fax: (909) 468-5704

800-683-7335

http:www.nucleus!.com
Email: info@nucleusl.com
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Jack G. Ganssle

Cores, Cards, and Tubes

Last month I reminisced about

the early days of the microprocessor,
about building embedded systems
when edit/assemble/link times were
measured in days rather than seconds.

But embedded systems are just the
latest incarnation of electronic digital
computing, a field that arguably goes
back for more than half a century.
Long before 32-bit CPUs sporting
millions of transistors crammed into
a chip the size of a fingernail existed,
a huge computer industry built on
much less friendly technology
thrived.

The Univac 1108 I grew up on was
a mainframe of gigantic proportions:
the computer room covered a good

quarter acre, holding the CPU itself

plus disks, drum memory, tape drives,
and printers.

Drum memory? A minivan-sized
box contained two counter-rotating
six-foot-long drums, each coated with

ferromagnetic material. Hundreds of

recording heads darted across the
surface, allowing this beast to store a
few tens of megabytes of data. Head
crashes were so common that the
school used two redundant drum sub-
systems, one operating, and one usu-
ally under repair. In fact, two Univac
servicemen worked full-time in this
computer room, in a reasonably suc-
cessful effort to keep the machine
mostly running.

Sixties-era sci-fi

Tape drives?

movies always used a
whirring tape drives to indicate the
ultimate in high-tech. A dozen
refrigerator-sized tape drives fed
1108. When

drums and disks were measured in

information into our

bank of

tens of megs, tape was essentially the
only form of personal data storage.
Each held 50Mbits—a vast

amount of data in those days—and

reel

were stored in a tape library just off

the computer room. When you need-
ed your data, you'd send a message
to the operator who located and
loaded the proper spool. Needless to
say, access times were measured in

minutes to hours.

used six bits to store letters, num-
bers, and punctuation. Printers pro-
duced only uppercase output, so the
six-bit (64 symbols) limit wasn’t
much of a hindrance.

Input devices were limited to a
bank of teletypes and punched
cards—both also restricted to upper-
case. I talked about teletypes in the
context of microprocessors last

month. In the mainframe world the

Our author traces the predecessors of today’s

embedded systems back to his long-haired,

havoc-wreaking, hippie days.

Our 1108 was a dual-processor
model, with one unit dedicated to
managing all of these disks, drums,
tape, and printers. No peripheral had
built-in computers in those days. The
other CPU ran users’ programs as well
as the OS. Each processor was surpris-
ingly small considering the vast enter-
prise surrounding them, being about
the size of two fridges.

Open the back door of a CPU and

you'd be confronted by an ocean of

blue wires. Univacs had hundreds of
circuit boards plugged into a back-
plane; all of the boards were intercon-
nected by wirewrap wires. Need to
change an interrupt level on a periph-
eral? Get out the wire wrap gun and
start making mods.
These 36-bit
Their peculiar wordsize came from

were machines.

Sperry’s adoption of a pre-ASCII

notation called Fielddata, which

overwhelming aspect of these beasts
was their noise. A jet engine couldn’t
compete for attention in a roomful of
chattering teletypes. Unless, of
course, you were foolish enough to
hack into the accounting system and
take over the entire computer, in
which case all of the other machines
fell silent while just your teletype con-
tinued to chatter, with 50 pairs of eyes
staring accusingly at you. But that’s
another story.

Most mainframe computing used
punched cards to store code and
The

tediously—oh so tediously!—enter

data. programmer would
the program on a card punch, stor-
ing one line of Fortran or Algol per
card. Two thousand cards filled a
card box. Big programs might take a
half dozen or more boxes of cards,
quite a tower of disaster when the
poor student tripped, spilling his
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The 1108 was completely transistorized. Here, in the first month of 2000, it's
awfully hard to imagine that people once designed with individual transistors

precious intellectual efforts all over
the wet parking lot.

After preparing the cards, the pro-
grammer carried the stack to the
Computer Operator, a position of
such power and glory it cannot be
imagined today. These were the cho-
sen few who had hands-on access to
the machine. When the poor suppli-
cant submitted a card deck, the
Computer Operator grandly gave an
estimated turn around time, typically
24 to 48 hours. After a day or more
our humble programmer returned for
his printout and the often mangled
card deck. Imagine his frustration
stupid mistakes mandated
another run, burning up another day

when

or two as the project deadline drew
ever nearer.

The 1108 was completely transistor-
ized. Here, in the first month of 2000,
it's awfully hard to imagine that peo-
ple once designed with individual
transistors instead of clumps mea-
Old timers will
remember the first

sured in millions.
transistorized
radios from Japan, with marketing
campaigns loudly proclaiming “six
transistor receiver!” Six transistors!
Can you imagine building anything
with so few active elements?

But transistors were an astonishing
advance over the technology of the
'40s to the ’60s, that of vacuum tubes
(“valves” to our European friends).
Though tube-based computers pre-
date all of my experiences, as a
teenaged ham radio enthusiast I often
built radios, transmitters, and “hi-fi”
equipment using tubes. All computers
from the Eniac until the late '50s used
these devices exclusively.

The vacuum tube was actually acci-
dentally invented by Edison, though
he didn’t understand the importance
of his experiments and discarded the
technology.

instead of clumps measured in millions.

Fleming and others understood
that a heated filament emitted a
stream of electrons that could be reg-
ulated by inserting a grid of wires
between the electron source and a
receiving end. The quantum com-
plexities that govern the behavior of
today’s devices were refreshingly
absent on the macroscopic scale engi-
neers used during the tube era. They
would fire a stream of electrons from
the filament towards the plate
through a mesh “grid.” A small nega-
tive charge on the grid would repel
the negatively charged stream, effec-
tively gating (or “valving”) the flow,
and thus creating an amplifier, logic
element, or oscillator.

Compared to today’s submicron
geometries, the scale of these devices
was vast. By the '60s, twin triodes were
the big thing, units containing (count
‘em) two active elements, equivalent
to two transistors. The 12AX7, a twin
triode of the era, was almost an inch
in diameter and about two inches
long, with eight leads sticking out the
bottom. We could easily pack a hun-
dred billion transistors into this form
factor today.

Though we may feel smugly superi-
or in that we now deal with logic
blocks instead of individual transis-
tors, in fact blocks were always a part
of the electronics landscape. DEC cre-
ated the “Flip-Chip,” standard circuit
boards that might each contain a flip-
flop. They built the early minicom-
puters out of hundreds of these
boards.

Before DEC, though, vacuum tube
engineers, too, created logic blocks. I
once had a large box of surplus logic
elements. A single flip flop was a tower
with a tube on top, electronics below,
and under that a standard tube-type
connector. It is possible, after all, to
build a simple flip flop from only two
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active elements. Entire computers
were built of thousands of these large
(an inch and a quarter square and
about five inches high), hot (because
of the filaments), high-voltage (most
tube circuits ran at about 300V to pro-
pel the electrons across a centimeter
or so of vacuum) devices.

Perhaps one of the most pro-
found differences between the digi-
tal and analog designs of the tube
era and those of today is in the use
Tubes
hungry,

of active elements. were

expensive, power large
beasts with relatively short lifetimes.
All electronic design was an exercise
in optimization. “Hi-fi” amplifiers
typically had a few tubes. TV sets
might use eight. Can you imagine
building anything with less than a
few thousand transistors today? The
cafeteria-sized Eniac had 18,000,
which, though a vast number, com-
pares pitifully with today’s transistor
counts. How many hundreds of mil-
lions of transistors are in your 3-1b.
laptop?

The first number in a tube designa-
tor (like the 12 in 12AX7) specified
the filament voltage. The most com-
mon were 12.6V and 6.3V, which
became the butt of a joke in the '70s
when Signetics published an April 1
data sheet for their highly integrated
Write Only

www.ganssle.com/misc/wom.himl). A

Memory (on-line at

6.3V power supply was required, as a
footnote said, “for the filaments,” a

joke lost on the post-tube generation.

Core memory

Before RAM, before EPROM, OTP,
flash, EEPROM, or any of the other
zero-cost, high-density memory arrays
we now take for granted, computers
stored data and programs in core.

As the microprocessor came of age,
my engineering career was split
between working on micro-based
embedded systems and similar prod-
ucts that “embedded” minicomputers,
either PDP-11s from DEC or Novas
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from Data General.

Throughout this period, core was
the only random access read/write
memory in common use. It wasn’t till
the very late *60s that even the smallest
MOS memory chips became available.

Each core is a ferrite bead, perhaps

“ »

the size of a small “o” on this page.
Four wires run through the center of
each core, four wires tediously strung,
by hand, by poor workers who, no
doubt, worked for a pittance.

Cores are tiny magnets, each
remembering just one bit of informa-
tion. The trick is to flip the magnetic
field of the cores—one direction is a
“one;” the opposite field indicates a
SZero

As we know from basic electromag-
netics, a changing voltage creates a
magnetic field, just as a change in a
magnetic field induces a voltage. The
wires running inside of the ferrite
beads create the fields that flip the
direction of magnetization, writing a
zero or a one in the process. They also
sense the magnetic field so the com-
puter can read the stored data.

Two of the wires organize the core
into an X-Y matrix. The core plane is
an array of vertical and horizontal
wires with a bead at each intersecting
node. Run 50% of the power needed
to flip a bit down each wire—at the
intersection there’s all that’s needed
to flip just that one bit. What a simple
addressing scheme! As the bit changes
state, it induces a positive or negative
pulse in a third wire that runs through
all of the cores in a plane. Sensitive
amplifiers convert the positive or neg-
ative signal to a corresponding zero or
one.

Since the amplifiers detect nothing
unless the core changes state, reads
are destructive. You've got to toggle
the bit, and then write the data back in
on each and every read cycle. It
sounds terribly primitive until you
think about the awful things we do to
keep modern DRAM alive.

Before

microprocessors — quite

caught on, the instrumentation com-

® BREAK POINTS

The officers were unaware of the pending microprocessor revolution, and
were equally dishelieving about my story about “a computer on a chip.” They
saw me as the vanguard of an invasion of commies bearing death-ray

components.

pany where I worked embedded Data
General Nova minicomputers into
The
arranged in a 32K x 16 array. The

products. Nova wused core
memory was nonvolatile, remember-
ing even when no power is applied.

We regularly left the Nova’s boot
loader in a small section of core. My
fingers are still callused from flipping
those toggle switches tens of thou-
sands of times, jamming the binary
boot loader into core each time a pro-
gram crashed so badly it overwrote
these instructions.

For some reason these Nova mem-
ories suffered a variety of ills. Core was
expensive—around $2,000 for 32,000
words, a lot of money in 1974 dollars.
A local shop repaired damaged mem-
ory, somehow restringing cores as
needed, and tuning the sense ampli-
fiers and drive electronics.

As we worked through these relia-
bility issues, my boss—who was the
best digital designer I've ever met—
told how some military and space pro-
jects actually employed core as logic
devices. In a former job he designed
systems composed of strands of core
strung together in odd patterns to cre-
ate computational elements.

One of my holy relics is a 3-b.,
13,000-bit core array acquired in 1971.
A few days after my high school gradu-
ation I hitchhiked with a pal to Boston
(those were kinder, gentler days) to
find treasures in the disorganized
depths of a surplus shop.

Was it our long hair? Maybe the
fact that we were warned three times
to get off the New Jersey Turnpike had
something to do with it. Somehow
Gary and I found ourselves in a New
Jersey jail cell, busted for hitching.

The police, expecting to find a stash of

drugs in our backpacks, were sur-
prised to discover instead my 13,000
bits of core.

“What’s this?” the chief growled. I
timidly tried to convince him it was
computer memory. These were the
days when computers cost millions
and were tended by an army of white-
robed technicians, not hitchhiking
long-hairs. All of the cops looked dubi-
ous, but could find nothing to dispute
my story. They eventually let us go, me
still clutching the memory which
today sits on my desk.

A few years later I experienced an
cerie echo of this incident when I
lived in a VW microbus. Coming
back from Canada into a remote
Maine town, the local constabulary,
sure I was running contraband,
stripped the van. Must have been
the long hair. They found a 6501—
the first low-cost microprocessor
chip. MOS Technology amazed the
electronics world when they
released this part—the predecessor
of the 6502 of Apple II fame—for
only $20. I just had to have one,
though I just tossed the part in the
glove compartment. The officers
were unaware of the pending micro-
processor revolution, and were
equally disbelieving about my story
about “a computer on a chip.” They
saw me as the vanguard of an inva-
sion of commies bearing death-ray
components.

The computer industry is still
quite as exciting as it was in those ear-
lier days, though at least now the
excitement never includes a view
from within a jail cell. Well, at least

not recently. esp

Jack G. Ganssle is a lecturer and consul-

tant on embedded development issues. He
conducts seminars on embedded systems
and helps companies with their embedded
challenges. He founded two companies spe-
cializing in embedded systems. Contact him
at jack@ganssle.com.
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P.J. Plauger

What Barely Works

The revised C standard has just
recently been approved. Known infor-
mally as C9X, it managed to stay true to
its name, just barely, by getting formal
approval in late 1999. While it contains
a number of improvements, C9X does
not rock the boat. It remains highly
compatible with the original ANSI C
standard approved back in 1989, which
was then adopted as an ISO standard in
1990. Some would argue, in fact, that
the revision failed to address areas that
are known to be weak in C89. Having
been a party to the original standard-
ization effort, as well as much of the
revision process, I mostly disagree.
That original ANSI standard for C
perforce contains compromises. Many

of these balance the conflicting needs of

users and implementors. Some balance

conflicts between different classes of
users, some between different styles of

implementation. Whatever the driving
force, some of the compromises are bet-
ter than others. Admittedly, some of the
compromises are less successful than
others. Some machinery barely works,
or is easily misused. But for those cases
in particular, knowing how the compro-
mise came about and why the language
was not made better is worthwhile, if
only to minimize problems that can
arise as a result of the compromise.
Users care about the weak spots in
C because they need to avoid them.
There is no point in stressing an
already weak part of the language.
Implementors care about the weak
spots because they need to craft care-
fully around them. There is little point
in trying to make them too sound,
however. A program that depends
upon a good implementation of a

weak feature will only break when
moved to another system.

I know of nothing more complex,
or harder to standardize, than a pro-
gramming language. A general pur-

pose language has a broad range of

uses. Each use requires an extremely
precise description of the language.
Each use has a constituency with
strongly held views about how the lan-
guage should behave. It is hard to be at

for implementors to work late into the
night. To demand that a compiler for
an eight-bit embedded microcon-
troller offer the same service, however,
is quite another thing. Make too many
silly demands and you encourage non-
standard subsets. Or you starve an
already lean market.

Conflicts can occur between differ-
ent implementors as well, or between
different users. In all cases, the stan-

Making a language both powerful and portable at

the same time is difficult. C succeeds quite well in

many areas, but sometimes just barely.

once ecumenical, precise, and accom-
modating for diverse applications.

One of the least understood
aspects of making a programming lan-
guage standard is the need for com-
promise. A user with a limited view-
point sees only that the language is
weakened for his or her particular
application. How to fix it is patently
clear. Should someone else object to
the fix, it must be because that person
has only a limited viewpoint.

The hardest to defend are the com-
promises that accommodate imple-
mentors at the expense of users. In a
competitive marketplace, users are
accustomed to making outrageous
demands and having them met. A
standard cannot be so brazen.

It’s one thing to expect all PC com-
pilers, say, to provide a certain service.
Chasing a market measured in tens of
millions of machines is a real incentive
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dard must compromise as best it can.
If it cannot compromise creatively, it
can only weaken the language. Where
the language is weak, all users must
beware. The chance of writing erro-
neous or nonportable code is high.
Implementors, too, must step cau-
tiously in these areas. It is too easy to
step outside the bounds of confor-
mance when the bounds are fuzzy.
For all its successes, the latest C
standard still contains a generous
helping of unfortunate compromises.
My goal in this essay is to explore a
number of the significant weak spots. I
attempt to explain why they are weak,
how they escaped better fixes, and why
you should tread lightly around them.

Pointers and addresses

Computers vary widely in how they
address storage. It is remarkable that



C permits the aggressive manipulation
of addresses, yet remains efficient and
portable. Nevertheless, here is an area
that is fraught with dangers. Until fair-
ly recently, I might have labelled point-
er arithmetic in C an area of weak
compromise. The C that grew up on
the PDP-11 and VAX was facing seri-
ous portability problems:

® FEarly C assumed that pointers had
the same representation as type
int. More and more machines had
pointers that are incommensurate
with integers. You had to be much
more careful about declaring func-
tion arguments and return values
properly

® FEarly C assumed further that
pointers looked like unsigned
integers that counted bytes in stor-
age. More and more machines had
pointers that are composites of
two or more fields. You had to be
much more careful about convert-
ing between pointer and integer
representations

Fortunately, many C programmers
were willing to program more careful-
ly. In the area of pointers, they got
sophisticated in a hurry. Perhaps it was
the surge in popularity of the IBM PC,
with its bizarre 8086 memory address-
ing. Perhaps it was the need to port
Unix-based tools to multiple platforms
adequate market.
Whatever the reason, C programmers
soon left behind their wild and wooly
ways with pointers.

to reach an

The situation has almost reversed
itself. C started out on a machine with
16-bit pointers and 16-bit ints. That
remains a valid implementation, but it
has become an
Today, a 16-bit computer is more likely
to be found in a rather small embed-

uncommon one.

ded application. Serious computers for
applications programming, or even
many embedded systems, now need
larger pointers, to address millions of
bytes of memory. Try to move an appli-
cation to such a small computer and it
will likely break in a dozen places.

If the purpose of standards confor-
mance is to maximize portability, then
here is arguably a weak spot in the
standard. What's the use of promising
some form of portability if the promise
isn’t kept?

The question is, of course, rhetori-
cal. Small embedded systems and
large applications represent diverse
user communities. Both want to use
Standard C. Both want to buy C trans-
lators with the cachet of standards
conformance. Both deserve to have
their interests represented in the C
standard.

If you’re looking for portability
across implementations, however, it’s
not enough simply to ask for confor-
mance to the C standard. You must
also look for implementations from
the same subculture as the original
host. It would be nice if a standard
could define these subcultures with
some degree of precision. The C stan-
dards committee tried in some areas,
and mostly failed. In other areas, the
committee didn’t even try.

If you accept that pointers have
inscrutable representations, your code
will be largely portable. If you accept
that a machine can simply be too small
to host certain applications, you will
be disappointed far less often. That
leaves only one area where I feel that
the standard still contains a weak com-
promise on pointers.

If you subtract two pointers, you get
a signed integer result. The result
counts the number of bytes between
the places designated by the pointers.
Naturally, both pointers had better
point within the same data object.
They should, in fact, designate ele-
ments from the same array.
(Remember that any data object can
be treated as an array of some charac-
ter type.) The result can be positive,
zero, or negative.

The result can also overflow, at
least on some machines. Overflow is
most likely to occur on 16-bit comput-
ers, since they are cramped to begin
with. It can occur on a machine of any
size, however. All the implementor has
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to do is choose the type of ptrdiff_t
properly (or improperly).

If you can declare a data object suf-
ficiently large, you can generate an
overflow when subtracting two point-
ers. Say, for example, that ptrdiff_tis
a synonym for type intand size_tis a
synonym for type unsigned int. If the
implementation lets you declare an
object with more than INT_MAX bytes,
you can get in trouble. The size of the
object is well defined, but not the dif-
ference between any two pointers
within it.

Nothing prevents an implementa-
tion from choosing a larger signed
type for ptrdiff_t. Assuming one
exists, that is. And assuming that old C
code doesn’t break because it assumes
a certain type for the difference
between two pointers. Sadly, at least
one of these assumptions often fails.

In the days when 16-bit computers
were more common, I habitually test-
ed code for this class of failures.
Contrive a data object that fills more
than half of memory and something
invariably broke. It was a rare pro-
grammer who was always alert to this
weak spot in C.

This problem has really come to
haunt us in recent years. We already
have more and more applications that
strain the bounds of memory even on
32-bit machines. We have 64-bit inte-
gers and truly interesting combina-
tions of sizes for the types int, long,
long long, and size_t. But at the same
time, programmers who are alert to
the dangers of large objects are proba-
bly becoming more rare.

Integer sizes and shapes

If machines with small pointers are
becoming rare, machines with small
ints persist. When C89 was first
approved, the most popular chips,
such as the Intel 8086 and the
Motorola 68000, favored 16-bit inte-
gers. They could work with 32-bit inte-
gers, to be sure, but at a penalty. The
penalty is always in time and frequent-
ly in code size.
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Here is one of the most interesting
compromises in the C standard. The
language has recognized from the out-
set that each computer has a preferred
computational type. With its 16-bit
roots, C has always tolerated ints as
small as 16 bits. The C committee
decreed, after only a brief debate, that
int should never be smaller. It can cer-
tainly get much larger.

Today, great gobs of C code originate
on machines with 32-bit ints. I would be
astonished if many of those gobs survive
porting to machines with 16-bit ints, at
least not without some careful attention
and a few judicious changes. (Porting to
the newer architectures with 64-bit ints
is still another interesting problem,
though generally less challenging.) You
could argue that portability is not well
served by tolerating machines with ints
smaller than 16 bits.

I'was one of the first people to push
the limits of portability by writing com-
mercial software in C. My goal was to
write as much code as possible to run
unchanged on half a dozen different
architectures. Those architectures
ranged from eight-bit Intel 8080s to
32-bit IBM System/370s. Certainly at
the time—the mid 1980s—no other
enterprise was nearly that ambitious.

One of my earliest discoveries
about C was most ironic. I found that
the type int was the greatest impedi-
ment to portability. Wherever it
appeared in code was a likely source of
difficulty in moving code among
machines. It was so bad, I learned
never to declare a data object with
type int. I also learned to contain
places where the type crept into
expressions willy nilly.

The irony, of course, is that intis a
pervasive type. It is the type to which
character and short integers gravitate
when they appear in expressions. It
pops up whenever you write a Boolean
expression. Until C9X finally disal-
lowed implicit typing, it has been the
default type when you fail to mention
an explicit type.

The elasticity of type int is one of
those fundamental aspects of C that is

both a strength and a weakness. Many
rules in C help an implementation
generate good code by adapting to the
peculiarities of each machine. But
those same rules put an extra burden
on programmers. Unless you learn to
be wary of elastic types, you can easily
sacrifice much of the portability that
supposedly comes free with using C.

Integers can also be elastic in another
dimension. The C standard tries to be
ecumenical about how an implementa-
tion encodes integers. It doesn’t allow
every form that has ever been wired into
hardware, but it does allow a certain vari-
ety. My guess is that many C programs will
fail if moved to some of these variations.

The one thing you can depend on
is that integers have a weighted binary
encoding. That means that a positive
integer always has a least significant bit
that contributes zero or one to the
value. It has a next least significant bit
that adds zero or two, and so on. The
value zero always has all bits zero.

Not all
weighted, by the way. Gray code has

binary encodings are
the peculiar property that adjacent val-
ues have codes that differ in one bit
position. N bits can represent 2V dis-
tinct values, as usual, but not in the
usual way. C does not permit Gray
code for representing integer types.

Where the variety comes is in repre-
senting negative values. I know of three
encodings. They are called twos com-
plement, ones complement, and signed
magnitude. In all cases, a negative num-
ber has its most significant bit set.

Twos complement gives the most sig-
nificant of N bits the value -2(M). An
unsigned integer would give this bit the
value +2(¥). To negate a number, com-
plement all the bits and add one. (Ignore
a resultant carry off the end.) Only the
value -2(¥) overflows when negated.

Ones complement is similar to twos
complement, with negative values differ-
ing slightly. To negate a number, simply
complement all the bits. No values over-
flow when negated, but zero comes in
two flavors (all one bits and all zero bits).

Signed magnitude multiplies the
value by -1 if the most significant bit is
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set. To negate a number, simply com-
plement the sign bit. As with ones
complement, you avoid overflow on
negation at the cost of having a dis-
tinct code for -0.

The vast majority of modern com-
puters use twos complement arith-
metic, for integers at least. Floating-
point numbers typically use signed
magnitude, but that is much less of an
issue. Floating-point operations are
more intricate, and more stylized, than
integer operations. Even -0 causes few
floating-point surprises, provided com-
parison operators work sensibly.

The C committee decided to per-
mit all three encodings for integer
arithmetic. Twos complement is
expensive to simulate if a computer
doesn’t do it naturally. And there are
some important processors that can
host C well in all other respects. It
would be unacceptable to hamstring
them, or to rule them out, on the mat-
ter of arithmetic alone.

Nevertheless, you can expect
numerous and subtle surprises moving
code to a machine that does not use
twos complement arithmetic for inte-
gers. Some can come, as with floating
point, if an implementation is shoddy
about its treatment of -0. Most, howev-
er, come from the bitwise operators.

Most programmers learn the power
of bitwise operations sooner or later.
They let you manipulate integers as
individual bits or groups of bits. You
use bitwise AND to mask or clear specif-
ic bits. You use bitwise OR to merge or
set specific bits. You use bitwise XOR to
complement specific bits.

Stick with positive values for all
operands and you're in good shape.
Remember that C requires a weighted
binary representation for all integers.
That means zero and positive values
always have the same bit patterns. Your
only uncertainty is the number of bits.
Even there, you have rigorous lower
bounds.

Once an operand gets its sign bit
set, however, you are asking for trou-
ble. Mix it with an unsigned operand
and it may well get converted to



unsigned itself before the bitwise oper-
ation is performed. Twos complement
values suffer no change of bit pattern.
The other two forms get curdled in
various ways. The low-order bits may
not be what you expect.

Smart programmers have learned
the dangers of rightshifting signed
operands containing negative values.
Implementations have altogether too
much latitude in deciding what to do,
even with the low-order bits. But even
smart programmers tend to be cavalier
about bitwise operations. Expect trou-
ble if you have to move code away from

a twos complement implementation.
Messing with the stack

Another notoriously spongy area con-
cerns how arguments get passed on a
function call. Most of the time, you
don’t really care. It’'s only when you

need to advance a pointer from one

argument to the next that storage lay-
out matters. Even here, you should
only care when you write code that
processes a varying number of argu-
ments. The C standard encourages a
fairly disciplined approach, but even
this approach has plenty of soft spots.

In the earliest days of C, this was a
non-problem. Everyone knew how the
PDP-11 compiler passed arguments. It
laid them out in a solid brick on the
stack. Successive arguments occupied
increasing addresses. Arguments had
only a handdful of distinct representa-
tions—a character type became an
int, for instance, and a float became
a double. Learning the possibilities
and writing code that walked any argu-
ment list was easy.

As C moved to other environments,
various problems arose. In some cases,
the implementor chose to match an
existing calling sequence that let you

mix C code and, say, Fortran, to advan-

tage. In other cases, the machine itself

was unsympathetic to the PDP-11 way
of doing things.

Perhaps it was easier to put argu-
ments on the stack in reverse order. Or
perhaps it was necessary to leave various
size holes between arguments. Or argu-
ments got scattered through registers.
In some cases, arguments had to be
accessed through a chain of pointers.

Several of us C pioneers settled on
the obvious solution very early on. We
each introduced a set of macros for
accessing arguments and stepping
through argument lists. Naturally, the
various solutions differed in detail.
But they were similar enough in spirit
to make it possible to port code
among the different schemes.

The C committee was able to pick

and choose among the best aspects of

the various approaches. Since the
Berkeley <varargs.h>was best known,

it served as the basic prior art. We
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introduced enough changes to war-
rant renaming the standard header
<stdarg.h>. That is the machinery you
should of course use today for walking
varying length argument lists in
Standard C.

The approach is basically flawed,
however. Few operations require a more
intimate knowledge of implementation
details than walking an argument list.
Prior art let you do so with macros, and
the C committee was committed to pre-
serving prior art wherever possible. But
that prior art barely worked.

Consider: you have to prime the
macros with the address of the right-
most declared parameter in the func-
tion definition. Some implementa-
tions require this information to
determine where the varying argu-
ments begin. That rules out functions
with no fixed arguments. A perfectly
sensible possibility is ruled out by an
implementation kludge.

You also have to know the type of
an argument after it has suffered
default conversions, in the absence of
function  prototype
That’s not impossible, but it is often
and
Thanks to the value-preserving rules,
for example, an argument of type
unsigned short might become either
type int or type unsigned int. If you

information.

tedious occasionally  tricky.

think that’s of no consequence, go
reread the previous section.

Finally, you are constrained as to
the types of arguments you can pass.
Put simply, you must be able to write
an asterisk after the type specifier for
an argument to make the appropriate
pointer type specifier. That is not
always possible.

In summary, you had better not be
ambitious in your use of the
<stdarg.h> macros. Keep it simple or
expect portability problems.

The last item I will discuss is proba-
bly the biggest kludge in Standard C.

It is the machinery for performing
nonlocal jumps. These are control
transfers that do violence to the nor-
mal stack discipline of nested function
calls and returns. They are imple-
mented by the function macro setjmp
and the function longjmp, defined in
the standard header <setjmp.h>.

A call to setjmp memorizes infor-
mation about the current function call
environment in a data object provided
by the caller. A later call to longjmp
whangs the calling environment back
to that memorized in the data object.
The net effect is that control once
again returns from setjmp. Any inter-
vening function calls are forgotten.

It is very hard for a C translator to
optimize much in the presence of calls
to setjmp and longjmp. The last thing
an implementor wants to worry about is
having the stack wrenched about in the
middle of a block of code. Nevertheless,
that is exactly what happens.

As a sop to implementors, the C
standard allows a scary bit of uncer-
tainty. It leaves open what happens to
dynamic data objects declared in a
scope containing a setjmp call. The
environment might snapshot one of
these data objects when setjmp is
called. In that case, the value gets
rolled back by Llongjmp. Or a data
object might be left out of the envi-
ronment. In that case, the value
remains unchanged.

You'd think that you could devise a
simple rule for determining what hap-
pens. Register data objects are part of
the saved environment, auto data
objects are not. Sounds good, but it
doesn’t work. The translator may
choose not to honor a register decla-
ration. Or it may choose to promote
an auto data object to a register.

The C committee realized that it
could seriously limit such optimizations
if it insisted that setjmp be more pre-
dictable. Or it could effectively require

that all implementations recognize
setjmpand longjmpas magic functions.
(Any implementation can do so if it
chooses. The committee wanted to
avoid requiring such behavior.) So it
opted for a kludge definition.

As a result, programmers had better
be careful using these functions. You
should confine any setjmp calls to very
simple expressions. Place these expres-
sions in the smallest possible functions.
Use them only where you must.

Like <stdarg.h> the machinery in
<setjmp.h> more properly belongs in
the C language proper. Since it isn’t
there, it barely works.

I could add more items to the list of
things that barely work. The error
reporting machinery built around
errno, for example, is notoriously
klunky. And signal handling has been
so emasculated that it has almost no
portable semantics. I consider these so
clearly flawed, however, that even naive
C programmers soon learn to be wary.

I have confined my remarks to
more subtle issues. These are areas
that at least look like they might be
properly thought out. That is part of
their danger. Were they as well engi-
neered as many people think, they
would cause less trouble. Or were they
more clearly flawed, they would invite
less trouble. And if we had figured out
how to fix them, over the past ten
years, they might have gotten better in
C9X. But none of them did.

None of the machinery described
here is outright broken. If you use it
right, it will work for you. Just don’t
push it. esp
PJ. Plauger is the author of the standard
C++ library shipped with Microsoft Visual
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